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@konomiudvalget orienteres om nye orienteringer fra Movia om Sagsnummer eDoc

. . : . . 2026-0350420
cybersikkerhed ift. elbusser og mulighed for at stille krav til elbussers

oprindelsesland. Movia har bedt EY udarbejde en risikovurdering af Sagsbehandler
cybersikkerhed for elbusser. Hovedkonklusionen er, at cybersikkerheds- Malene Frydenlund Jergensen
og datarisici i elbusser er reelle men styrbare. Movia har derudover

modtaget svar fra Ankestyrelsen vedr. muligheden for at stille krav til

elbussers oprindelsesland. Ankestyrelsen konkluderer, at Movias

bestyrelse, samt kommunerne i deres trafikbestilling, lovligt kan

beslutte at stille krav til elbussers oprindelse.

Sagsfremstilling

@konomiudvalget er d. 12. september og d. 11. november 2025
orienteret om cybersikkerhed ift. kinesiske elbusser, der anvendes pa
Movias buslinjer. Denne orientering omhandler nye orienteringer fra
Movia.

Notat vedr. risikovurdering af elbusser og elbiler vedr. cybersikkerhed
og datasikkerhed

Movia har bedt EY udarbejde en risikovurdering af cybersikkerhed for
elbusser for Movia. P4 den baggrund har Movia d. 15. september 2026
sendt et faktanotat vedr. risikovurdering af cybersikkerhed elbusser til
ejerkommuner og -regioner (vedlagti bilag 1).

Det fremgar bl.a. af notatet, at:
- Hovedkonklusionen er, at cybersikkerheds- og datarisici er
reelle men styrbare.
- Dererikke grundlag for at konkludere, at asiatiske producenter
generelt har et lavere cybersikkerhedsniveau end @vrige
producenter.
- Moderne elbusser og elbiler kreever legitim fiernadgang for bl.a.
vedligehold, fejlfinding og softwareopdateringer. Risiciene
L. . . @KF Kontor for Mobilitet (2390)
knytter sig til denne fjernadgang, softwareopdateringer,
avancerede fgrerassistentsystemer (ADAS) og andre digitale
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afheengigheder og ber hdndteres gennem klare krav,
gennemsigtighed og beredskab.

- Movia bgr fremadrettet have fokus pa dokumentation, adgang
til information, heendelsesunderretning og en risikobaseret
eskalation, s& Movia kan hadndtere forhgjede eller kritiske
situationer uden at overtage operatgrernes ansvar.

Movia har til @konomiforvaltningen oplyst, at de vil omsaette
anbefalingerne til konkrete krav i bédde eksisterende kontrakter og
kommende udbud.

Det handler blandt andet om:

- at Movia fremover vil stille krav om, at operatgrens leverandgrer
skal overholde best-practice i arbejdet med cybersikkerhed
samt bedre dokumentation af cybersikkerhedsarbejdet.

- sterre gennemsigtighed om fjernadgang og
softwareopdateringer.

- hurtig underretning om sikkerhedshaendelser og
myndighedsvarsler.

- klare procedurer for eskalation, hvis risikoniveauet aendrer sig.

- mulighed for at begraense eller deaktivere opkoblede
funktioner, hvor det er teknisk muligt, lovligt og proportionalt -
fx at fjerne bussens sim-kort.

Notat vedr. mulighed for at stille krav til elbussers oprindelse

Den 24. september 2026 modtog Movia svar fra Ankestyrelsen pé en
anmodning om en vejledende forhdndsudtalelse om, hvorvidt Movias
bestyrelse, inden for rammerne af kommunalfuldmagtens regler, lovligt
kan treeffe beslutning om at give kommuner og regioner mulighed for
at stille krav til elbussers oprindelse med hjemmel i EU-reglerne.
Ankestyrelsen konkluderer, at Movias bestyrelse, samt kommunerne i
deres trafikbestilling, lovligt kan beslutte at stille krav til elbussers
oprindelse, uden at dette i sig selv vil vaere en udenrigspolitisk
tilkendegivelse i strid med de kommunalretlige regler. Notat fra Movia
er vedlagti bilag 2.

@konomi

Movia vurderer, pa baggrund af dialog med busoperatgrerne, at et
oprindelseskrav om, at elbusser sidste vaesentlige forarbejdning skal
finde sted i EU eller et land, som EU har frihandelsesaftaler med, vil
medfgre en egning i operateromkostningerne med ca. 5 pct., som falge
af hgjere omkostninger til anskaffelse og drift af elbusser fra europeeiske
busproducenter.

Med en gennemsnitlig selvfinansieringsgrad pé 50 % vil det betyde en
gennemsnitlig stigning i omkostningerne for kommmuner og regionen
pé ca. 10 %.
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Movia er bekendt med, at én kinesiske busproducent allerede vil kunne
producere elbusser i EU, som indfrier oprindelseskravet. Det er dermed
muligt, at oprindelseskravet ikke vil - eller kun i begraenset omfang - vil
forege omkostningerne til busdrift.

Videre proces

Kebenhavns Kommune skal ifm. det naeste udbud af buslinjer i
kommunen tage stilling til, om der skal stilles krav til bussernes
oprindelsesland. Et sddan krav vil kreeve enighed med de gvrige
kommuner som buslinjerne betjener.

Bilag

Bilag 1: Notat vedr. risikovurdering af elbusser og elbiler vedr.
cybersikkerhed og datasikkerhed

Bilag 2: Movia orientering vedr. mulighed for at stille krav til elbussers
oprindelse
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Notat vedr. risikovurdering af elbusser og elbiler vedr. cybersikkerhed og datasikkerhed

1 Hovedkonklusioner

Den stigende anvendelse af softwaredefinerede og opkoblede elbusser og elbiler medfgrer nye sarbarhe-
der og dermed potentielt nye cybersikkerheds- og datarisici. Problemstillingen har veeret genstand for stor
faglig- og mediemeessig interesse. Pa baggrund af spgrgsmal om iseer kinesiske busproducenters data-
handtering bad Movia i 2025 Styrelsen for Samfundssikkerhed (SAMSIK) om en vurdering af risiciene.
SAMSIK svarede, at man ikke kendte til konkrete trusler fra kinesiske elbusser, men peger i sit svar pa en
raekke generelle, kendte cybersikkerhedstrusler, og opfordrede Movia til at afdeekke risici ved at gennem-
fore en risikovurdering af anvendelse af elbusser. Movia har efterfglgende bedt EY om at gennemfare en
samlet risikovurdering.

Hovedkonklusionen er, at cybersikkerheds- og data risici er reelle men styrbare. Der er ikke grundlag for at
konkludere, at asiatiske producenter generelt har et lavere cybersikkerhedsniveau end gvrige producenter.
Risiciene knytter sig i stedet iseer til fiernadgang, softwareopdateringer, avancerede farerassistentsystemer
(ADAS) og andre digitale athaengigheder og bgr handteres gennem klare krav, gennemsigtighed og bered-
skab.

Neeste skridt er at omseette risikovurderingen til konkrete kontraktkrav og styringsmekanismer i Movias ek-
sisterende og kommende udbud og kontrakter. Fokus er pa dokumentation, adgang til information, haendel-
sesunderretning og en risikobaseret eskalation, s& Movia kan handtere forhgjede eller kritiske situationer
uden at overtage operatgrernes ansvar.

2 Baggrund

Movia varetager den kollektive bustrafik i @stdanmark (undtagen Bornholm) gennem kontrakter med selv-
steendige operatarer, der ejer og driver busserne. | takt med den grgnne omstilling anvendes i stigende
grad elbusser og elbiler, som i dag er softwaredefinerede og opkoblede via digitale systemer og fiernforbin-
delser.

Seerligt ADAS, fjernovervagning og tradlgse softwareopdateringer (“over-the-air’) medferer nye digitale af-
haengigheder. Disse teknologier giver driftsmaessige og sikkerhedsmaessige fordele, men betyder samtidig,
at:

o kgretgjers funktion og tilgaengelighed kan pavirkes via eksterne systemer,
e Dbeslutninger og handlinger kan udfgres uden fysisk adgang til karetgjet,
o digitale haendelser potentielt kan pavirke mange keretgjer samtidigt.
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Den danske myndighedsvurdering af truslen mod transportsektoren peger pa et forhgjet cybertrusselsni-
veau, herunder en meget hgj trussel fra cyberspionage. Det betyder ikke, at hvert enkelt karetgj eller hver
rute skal betragtes som kritisk, men det understgtter, at Movia og operatgrerne lgbende bar opretholde et
grundlaeggende beredskab.

Pa den baggrund har Movia igangsat en risikovurdering af cybersikkerhed og fijernadgang for elbusser og
elbiler anvendt i Movias trafik.

3  Formal med risikovurderingen

Formalet med risikovurderingen er:

o at skabe overblik over cybersikkerhedsrisici forbundet med moderne elbusser og elbiler,

e at vurdere, om geeldende lovgivning og standarder giver et tilstraekkeligt grundlag for at handtere disse
risici,

e at belyse, hvordan digitale haendelser kan fa betydning for drift, sikkerhed og tillid, ogsa selvom Movia
ikke ejer eller driver kgretgjerne,

e 0g at identificere realistiske og proportionale styrings- og kontraktmaessige greb, som Movia kan an-
vende over for operatgrer og leverandgrer.

Risikovurderingen har ikke til formal at teste karetgjer teknisk eller at overtage operatgrernes ansvar, men
derimod at sikre forudsigelig handtering af nye risici i den kollektive trafik.

4 Omfang og afgransning

Risikovurderingen daekker:

41 Elbusser i den faste rutekorsel

e Elbusser, der anvendes af Movias operatgrer i Movias daekningsomrade, herunder modeller med og
uden ADAS (avancerede fgrerassistentsystemer) og tradigse opdateringer.

e Vurderingen omfatter de busproducenter, der i dag leverer elbusser til Movias operatgrer: Yutong,
BYD, MAN, Ebusco, Volvo, Golden Dragon, Mercedes-Benz/Daimler Buses og VDL.

o Fokus er pa cybersikkerhed, fiernadgang og systemiske risici, ikke pa kereegenskaber eller traditionel
trafiksikkerhed.

Tabellen nedenfor viser antallet af idriftsatte busser pr. producent. Tallene omfatter busser i drift og ikke re-
servebusser.

Producent Idriftsatte busser

Yutong 299
BYD 259
MAN 67
Ebusco 49
Volvo 29
Golden Dragon 27
Daimler / Mercedes-Benz 26
VDL 23
| alt 779
Side2/7
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4.2 Elbiler i Flextrafik

o Elbiler anvendt eller egnet til brug i Movias behovsstyrede transport (Flextrafik).
¢ Analysen omfatter to elbilplatforme: BYD Seal U og Tesla Model 3/Model Y.

Opgavebeskrivelsen forudseetter analyse af to elbilmodeller; én produceret af en kinesisk producent og én
produceret af en europeeisk producent. BYD Seal U indgar som den kinesiske referenceplatform og deek-
ker dermed det kinesiske element.

| stedet for en europaeisk model er Tesla valgt som analyseenhed, da producenten repraesenterer en hgijt
softwaredefineret og opkoblet elbilarkitektur med omfattende anvendelse af ADAS, fiernadgang og tradlgse
softwareopdateringer, og da modellerne er udbredte. Det udgar en bevidst afgraensning i forhold til opgave-
beskrivelsens forudsaetning om en europaeisk model. Analysen giver et konservativt og risikoorienteret bil-
lede af de cybersikkerheds- og ADAS-relaterede problemstillinger, der er relevante for Flextrafik, og skal
leeses som indikativ.

5 Metode
Undersggelsen er gennemfert som en skrivebordsanalyse og bestar af to hovedelementer:

Vurdering af producenternes strukturelle cybersikkerhed:

e baseret pa spergeskemaer og tilgeengelig dokumentation,
o tilpasset internationale standarder og regulering.

Overordnet risikovurdering:

e ser pa, hvordan teknisk plausible haendelser kan fa driftsmeessige og samfundsmaessige konsekven-
sefr,
o med fokus pa eskalation, athaengigheder og styring — ikke sandsynlighedsberegninger.

Der er ikke foretaget tekniske tests, inspektioner eller revisioner af kgretgjerne. Vurderingen af elbiler i Fle-
xtrafik er indikativ og udger ikke en fuldsteendig sammenlignende gennemgang af elbilmarkedet.

6 Lovgivningsmaessigt grundlag

Cybersikkerhed for moderne kgretgjer bygger pa en kombination af bindende regulering, internationale
standarder og regler om data- og cybersikkerhed:

e UNECE-regulering R155 — krav til producenternes cybersikkerhedsledelse (CSMS),

e UNECE-regulering R156 — krav til styring af softwareopdateringer (SUMS),

o ISO/SAE 21434 - international standard for cybersikkerhed i kgretgjer,

o 1SO 24089 - international standard for softwareopdatering i keretgjer,

¢ GDPR - databeskyttelsesforordningen for handtering af persondata.

o NIS2-loven, hvor Movia, operatarer eller leverandgrer er omfattet, seerligt i forhold til governance, risi-
kostyring, leveranderstyring og haendelseshandtering.

For fremtidige, mere automatiserede keoretajer er desuden UNECE-regulering R157 (typegodkendelse af
automatiserede karefunktioner) og ISO 26262 (funktionel sikkerhed) relevante.

Risikovurderingen viser, at dette regelsaet overordnet er tilstraekkeligt, forudsat at:

e kravene faktisk efterleves,

Side 3/7
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o styringen fortsaetter, efter karetgjer er taget i brug,
e 0g at der er gennemsigtighed og dokumentation.

Lovgivningen kan saledes handtere de identificerede risici i princippet — men effekten afhaenger af imple-
mentering og styring.

7 Overordnede resultater

Undersggelsen viser markante forskelle mellem producenterne i, hvor modent og dokumenteret deres ar-
bejde med cybersikkerhed er. Fglgende omréader er vurderet:

e Styring og ansvar (governance): om producenten har et ledelsessystem (CSMS) og klart ansvar for
cybersikkerhed i hele kaoretgjets levetid.

¢ Risikoanalyse: om trusler og sarbarheder identificeres og vurderes systematisk (TARA).

o Systemarkitektur: om kritiske systemer er adskilt fra mindre kritiske, sa fejl ikke spreder sig.

o Styring af softwareopdateringer: om opdateringer leveres kontrolleret og aegthedssikret og kan rulles
tilbage ved fejl.

o Test og validering: om sikkerhedsforanstaltninger faktisk afpr@ves og virker som tilsigtet.

e Handtering af sikkerhedshandelser: om producenten kan opdage, reagere péa og leere af haendel-
ser.

Samlet billede:

e Flere producenter har hgj modenhed og dokumenterede processer.
e /Eldre busplatforme uden moderne cybersikkerhedsrammer giver lavere gennemsigtighed og kontrol.
e Hgj producentmodenhed reducerer risiko, men eliminerer den ikke.

Nedenstaende tabel viser dokumenteret alignment med de vurderede kravomrader. Tabellen er ikke en di-
rekte risikovurdering og er ikke en formel juridisk certificeringsvurdering.

VDL falder veesentligt ud pa dokumenterbarhed, hvilket kan henferes til, at de anvendte modeller er vae-
sentligt eeldre, leveret far UN R155 og UN R156 tradte i kraft, og ikke er udstyret med tradlgse opdaterin-
ger. Den manglende OTA-funktionalitet reducerer risikoen for fiernbaseret, fladeomfattende softwarekom-
promittering, men den lave dokumenterbarhed indebaerer samtidig mindre gennemsigtighed, livscyklussty-
ring og auditmulighed. De nye platforme fra VDL forventes at bringe sikkerheden op pa niveau er de gvrige
leverandgrer.

Omrade VDL EBUSCO BYD Golden Yutong Daimler MAN Tesla BYD
Dragon Seal U
Styring 10% 90% 100% 86% 100% 86% 100% 100% 100%
Risikoanalyse 0% 95% 100% 100% 95% 90% 85% 100% 100%
Arkitektur 56% 100% 100% 100% 100% 78% 100% 100% 100%
Softwareopdateringer | 40% 60% 90% 90% 100% 70% 90% 100% 90%
Validering 8% 100% 100% 92% 100% 92% 100% 100% 100%
Haendelseshandtering | 14% 43% 79% 86% 93% 64% 86% 100% 79%

P4 det foreliggende dokumentationsgrundlag er der ikke grundlag for at konkludere generelle, systematiske
forskelle i cybersikkerhedsniveauet mellem de undersagte asiatiske producenter og gvrige producenter.
Vurderingen bgr dog leeses som model- og dokumentationsafheengig.

Volvo 7900E indgar i fladeopggrelsen med 29 busser. Da der ikke foreligger tilstraekkeligt spgrgeskema-
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eller dokumentationsgrundlag for Volvo, er Volvo ikke tildelt en sammenlignende score. Dette skal betrag-
tes som et dokumentationshul og ikke som en negativ cybersikkerhedsvurdering.

8 Centrale risici identificeret i analysen

8.1 Fjernadgang og afhaengighed af interne aktorer

Moderne elbusser og elbiler kraever legitim fijernadgang for bl.a. vedligehold, fejlfinding og softwareopdate-
ringer. Samtidig betyder det, at:

¢ handlinger kan udfgres uden fysisk adgang,
e det kan veere vanskeligt at skelne mellem fejl, misbrug og legitime handlinger,
e 0g at konsekvenser hurtigt kan eskalere, hvis flere karetgjer pavirkes.

Risikoen ligger ikke primaert i hacking udefra, men i den strukturelle afheengighed af adgang, der er teknisk
legitim — herunder hos producenter og leverandgrer.

8.2 Nye risici fra ADAS (avancerede forerassistentsystemer)
Avancerede fgrerassistentsystemer gendrer risikobilledet:

e Fejl kan opsta gradvist og veere sveere at opdage.
e Softwareaendringer kan pavirke karselsmgnstre og assistancefunktioner.
e Centraliserede systemer kan betyde, at fejl rammer mange karetgjer samtidigt.

Konsekvensen kan veere driftsforstyrrelser, tvivl om sikkerhed og pres pa bade operateren og Movia for
hurtige beslutninger uden fuldt overblik. Pa reguleringssiden er UNECE R157 den farste internationale
ramme for typegodkendelse af automatiserede karefunktioner og vil i stigende grad omfatte netop de funk-
tioner, hvor en kompromittering har de mest direkte konsekvenser.

8.3 Persondata og ikke-producentinstallerede systemer (ikke-OEM-systemer)

Ud over selve kgretgjet behandles persondata i en reekke systemer, fx kameraer til passagertaelling og vi-
deoovervagning (CCTV), billettering (Basiskort), GPS/telemetri og diagnostik. Disse data udger sjeeldent
en direkte sikkerhedsrisiko, men er relevante i forhold til GDPR, fortrolighed og tillid. Ikke-OEM-systemer
monteret af operatgrer eller leverandgrer kan desuden udvide angrebsfladen, hvis de ikke er adskilt fra sik-
kerhedskritiske kgretgjssystemer. Ansvaret for disse systemer pahviler typisk operataren eller systemeje-
ren, mens Movia har ansvaret for Movia-ejede systemer som Basiskort.

8.4 Ladeinfrastruktur

Ladeinfrastruktur introducerer yderligere digitale greenseflader uden for selve kgretgjet. Veladskilte arkitek-
turer bgr forhindre direkte pavirkning af kgretgjets styring, men kompromitterede eller utilgaengelige ladesy-
stemer kan fgre til omfattende driftsforstyrrelser. Den dominerende risiko er derfor tilgeengelighed og konti-
nuitet snarere end direkte fjernstyring af kgretgjerne. Movia bar basere sig pa standardbaseret sikring (fx
IEC 62443 eller tilsvarende), klar ejerfordeling af fysisk og netvaerksmaessig sikkerhed pa depoter, define-
rede procedurer for haendelseshandtering samt nadplaner ved ladingsrelaterede afbrydelser.

9 Risikoniveauer og handtering

For at sikre forudsigelig og proportional handtering anvender risikovurderingen en eskalationsmodel med
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tre risikoniveauer:

¢ Normalt niveau: almindelig drift, almindelig kontraktstyring og overvagning.

o Forhgjet niveau: fx ved varsler fra myndigheder eller reduceret gennemsigtighed — skaerpet opmaerk-
somhed, bedre informationsadgang og beredskab.

o Kiritisk niveau: ved bekraeftede haendelser eller myndighedspabud — midlertidige, forholdsmaessige til-
tag med fokus pa sikkerhed og kontinuitet.

Et konkret eksempel pa et trinvist tiltag er styring af opkobling: operatarer kan stilles krav om at anvende
europaeiske SIM-kort, der kan deaktiveres helt eller delvist — enten for det enkelte karetgj eller for hele fla-
den — hvis trusselsniveauet stiger.

Modellen tydeligger, hvornar og hvordan Movia forventes at reagere, uden at Movia overtager operatgrer-
nes ansvar.

10 Movias rolle og ansvar

Movia ejer ikke keretgjerne og driver ikke OEM- eller operatarsystemerne. Movia har derimod som trafik-
selskab og kontraktmyndighed ansvar for at stille klare, proportionale krav, der understatter sikker og stabil
kollektiv trafik. Risikovurderingen peger pa, at Movias vigtigste styringsgreb er:

e klar kontraktlig rollefordeling mellem Movia og operatgrerne,
e gennemsigtighed i fiernadgang og haendelser,

o foruddefinerede beslutnings- og eskalationsmekanismer,

o fokus pa hurtig afgraensning frem for teknisk skyldplacering.

Til understattelse heraf beskriver risikovurderingen en raekke mitigerende tiltag og konkrete, standardbase-
rede kontraktkrav til bAde nuveaerende og fremtidige udbud og kontrakter.

De konkrete kontraktkrav kan bl.a. omfatte:

o Standardbaseret baseline: overholdelse af UN R155/R156, hvor relevant, samt ISO/SAE 21434 og
ISO 24089 eller tilsvarende dokumenteret praksis.

o Proportional informationssikkerhed: passende informationssikkerhedsforanstaltninger for opera-
torstyrede IT-systemer og backend-miljger, samt relevant dokumentation fra underleverandgrer, der
behandler eller har privilegeret adgang til data.

* NIS2 og governance: krav om, at NIS2-relevante forpligtelser afspejles i operatgrens governance, risi-
kostyring, leverandgrstyring og haendelseshandtering, hvor operatgren eller leverandgren er omfattet.

o Opkoblede funktioner og deaktivering: krav om overblik over OTA-opdateringer, fiernadgang og au-
tomatisk dataoverfgrsel, samt mulighed for vurdering, eskalation og, hvor lovligt og teknisk muligt, hel
eller delvis deaktivering efter konkret risiko- og driftsvurdering.

e Styring af softwareopdateringer: krav om, at opdateringer handteres via OEM’ens dokumenterede
processer, herunder UN R156 og, hvor relevant, ISO 24089 eller tilsvarende dokumentation.

o Haendelsesunderretning og eskalation: underretning uden ugrundet ophold ved kendte eller
mistaenkte handelser, relevante myndighedsvarsler og OEM- eller leverandgrmeddelelser, der kan pa-
virke sikkerhed, drift, data eller offentlig tillid.

o Evidens og audit: dokumentation som led i almindelig kontraktopfglgning og mulighed for proportional
tredjepartsverifikation ved begrundet mistanke eller vaesentlig haendelse.

e /ldre koretgjer uden for R155/R156: proportional minimumsbaseline med dokumentation for graen-
seflader, adgangskontrol og logning af veerksteds- og diagnoseadgang.
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o |kke-OEM-systemer: sikker konfiguration, vedligeholdelse, opdatering og segmentering fra sikker-
hedskritiske kgretgjssystemer.

o Databeskyttelse: GDPR-efterlevelse og begraensning af dataoverfgrsel uden for EU/E@S uden
Movias godkendelse.

e Ladeinfrastruktur: relevant og proportional anvendelse af IEC 62443 eller tilsvarende principper, saer-
ligt hvor ladeinfrastrukturen har veesentlig betydning for driftskontinuiteten.

11 Samlet konklusion

Risikovurderingen viser, at:

e cybersikkerhed i moderne elbusser og elbiler er en reel, men styrbar risiko,

e lovgivning og standarder er i hovedtreek tilstraekkelige,

¢ hgj producentmodenhed er i fokus og nadvendig, men ikke tilstreekkelig alene,
o risikoen opstar iszer i samspillet mellem teknologi, organisation og ansvar.

Konklusionerne vedrgrende elbiler i Flextrafik baserer sig pa analyse af to elbilplatforme (BYD Seal U og
Tesla) og kan derfor ikke uden videre generaliseres til alle elbiler. Analysen giver et konservativt og risikoo-
rienteret indblik, men udgar ikke en fuldsteendig markedsanalyse.

Med klare forventninger, gennemsigtighed og proaktive styringsmekanismer kan Movia fortsat understotte
innovation i den kollektive trafik uden at ga pa kompromis med sikkerhed, drift og tillid.
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Glossary

Abbreviation Definition(s)
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Abbreviation Definition(s)

A. Annex (as used in UN Regulations and ISO ISO/SAE International standard for Road Vehicle
standards) 21434 Cybersecurity Engineering
ADAS Advanced Driver Assistance Systems NIS2 Directive (EU) 2022/2555 on measures
APC Automatic Passenger Counting for a high common level of cybersecurity
BMS Battery Management System across the Union
CAN Controller Area Network OBD On-Board Diagnostics
CoC Certificate of Compliance OEM Original Equipment Manufacturer
CSMS Cyber Security Management System (as OTA Over-The-Air (software update or
defined in UN Regulation R155) communication mechanism)
CCTV Closed-Circuit Television PSIRT Product Security Incident Response Team
DPA Data Processing Agreement PTA Public Transport Authority
DPIA Data Protection Impact Assessment PTO Private Transport Operator
DoS Denial of Service RXSWIN Software Identification Number Register
ECU Electronic Control Unit (as defined in UN Regulation R156)
EEA European Economic Area R155 UN Regulation No. 155 - Cybersecurity
EU European Union and Cybersecurity Management System
EV Electric Vehicle R156 UN Regulation No. 156 - Software Update
GDPR General Data Protection Regulation (EU and Software Update Management System
Regulation 2016/679) R157 UN Regulation No. 157 - Automated
GPS Global Positioning System Lane Keeping Systems (type-approval of
HSM Hardware Security Module automated driving functions)
IAM Identity and Access Management SBOM Software Bill of Materials
- SCC Standard Contractual Clauses (for
IR Incident Response ) .
- - international data transfers under GDPR)
ISMS Information Security Management System -
(as defined in ISO/IEC 27001) SLA SLA - .SerV|ce Lejvel Agreement
ISO International Organization for S0C Security Operations Center
Standardization SOP Standard Operating Procedure
ISO 24089 International standard for road vehicle SUMS Software Update Management System (as
software update engineering defined in UN Regulation R156)
ISO 26262 International standard for functional TARA Threat Analysis and Risk Assessment
safety of road-vehicle electrical and use Universal Serial Bus
electronic systems VIN Vehicle Identification Number
ISO/IEC International standard for Information V&v Verification and Validation
27001 Security Management Systems Wi-Fi Wireless Fidelity
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Executive summary

This report assesses cybersecurity risks related to electric
buses used by operators on Movia's routes and selected
electric vehicles relevant to Movia's Flextrafik. Movia does
not own or operate the buses. Movia acts as the public
transport authority (PTA), while private transport operators
(PTOs) procure, own, operate and maintain the buses and are
responsible for compliance with applicable vehicle regulation.
Movia's direct cybersecurity responsibility for onboard
equipment is limited to systems owned or controlled by
Movia, such as the Basiskort ticketing system.

The electric buses in scope are the models currently used

by operators on Movia's routes, supplied by Yutong, BYD,
MAN, Ebusco, Volvo, Golden Dragon, Mercedes-Benz/Daimler
Buses and VDL. For Flextrafik, the assessment includes Tesla
Model 3/Model Y and a Chinese EV reference platform, BYD
Seal U. The assessment is based on questionnaire responses,
available documentation and desktop analysis. It does not
constitute technical testing, audit assurance or a guarantee
that vehicles are free from vulnerabilities.

1. Is the existing cybersecurity
regulation for buses and cars

sufficient?

UN R155 and UN R156 are vehicle type-approval reqgulatory
requirements applicable in the EU and Denmark. They are
complemented by ISO/SAE 21434 and ISO 24089, which
are standards and engineering frameworks rather than
legislation. GDPR applies where vehicle systems, onboard

Table 1: Documented alignment scores by domain

systems or backend systems process personal data, including
external cameras, ADAS sensors, GPS/location data,

CCTV, ticketing data or telemetry where individuals can

be identified. NIS2 and its Danish implementing legislation
are relevant to Movia and to operators and suppliers where
they are within scope, particularly for organisational
cybersecurity, governance and incident handling. Together,
these instruments provide a largely sufficient baseline

for modern connected vehicles, provided that they are
implemented, maintained and documented in practice.

2. Do the electric buses used on
Movia's routes and selected EVs for

Flextrafik comply with the requlation?

The assessment shows clear differences in the level

of documented evidence provided for manufacturers

and vehicle models. In this report, “compliance” means
demonstrable alignment with the requirements assessed in
the questionnaire. It is not a formal legal certification opinion
and it is not a direct risk rating.

The detailed domain scores are presented in section 2.2 and
should be read together with the methodology limitations

in section 1.3 and the risk assessment in section 3. High
documented maturity does not mean that operational risk
is eliminated. Conversely, low documented maturity does
not automatically mean immediate unsafe operation. The
findings should primarily be used to define assurance,
evidence and contractual governance requirements.

Daimler/
Domain EBUSCO BYD Mercedes- BYD Seal U
Benz
Governance | 10% 90% 100% 86% 100% 86% 100% | 100% | 100%
Risk analysis | 0% 95% 100% 100% 95% 90% 85% 100% | 100%
Architecture | 56% 100% 100% 100% 100% 78% 100% | 100% | 100%
Software 40% 60% 90% 90% 100% 70% 90% 100% | 90%
updates
Validation 8% 100% 100% 92% 100% 92% 100% | 100% | 100%
Incident 14% 43% 79% 86% 93% 64% 86% 100% | 79%
response

1) The assessment for Tesla and BYD Seal is based exclusively on publicly available information derived from model type approvals and related documentation
from supervisory authorities and regulators. This indirect source of evidence does not provide the same level of detail or confirmation as manufacturer-completed
guestionnaires and should be interpreted accordingly when comparing results across manufacturers. The models that were analyzed this way are Tesla Model 3

and Model Y and the BYD Seal U.
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Yutong, BYD, Golden Dragon and MAN demonstrate high
documented cybersecurity maturity across most assessed
domains. Ebusco demonstrates an intermediate maturity
level. Daimler Buses/Mercedes-Benz shows generally
strong maturity, though some gaps remain. VDL shows low
demonstrability for the assessed Citea SLF 120 E and Citea
SLFA 180 E buses. These buses were delivered before UN
R155 and UN R156 entered into force and are understood
not to be OTA-enabled, which reduces the practical risk of
remote fleet-wide software compromise but also limits formal
lifecycle assurance, monitoring and auditability.

Volvo 7900E is included in the operational scope. No
guestionnaire or equivalent evidence has been received for
Volvo, which should be treated as an evidence gap and not
as a negative cybersecurity conclusion. Tesla is assessed on
public regulatory documentation. BYD Seal U is included as

The highest priority risks for Movia are:

EY

the selected Chinese EV reference platform and scored using
the BYD evidence profile; it should be interpreted as an EV
platform assessment rather than a bus-model questionnaire
result.

3. What are the risks of remote
control of buses and cars, and
what can Movia do?

The main risks arise from legitimate remote access, OTA
software updates, backend dependencies, privileged supplier
access, insider misuse or error, non-OEM onboard systems
and charging infrastructure dependencies. These risks may
affect vehicle availability, service continuity, safety-relevant
functions, data protection and public trust.

Priority Risk area Recommended mitigation focus

1 Remote access, OTA updates and backend | Transparency, logging, deactivation rights, incident escalation,
dependencies staged rollout and rollback
> Software-update governance and incident- | R155/R156 evidence, update governance, response-time targets
response gaps and audit rights
3 Legacy vehicles outside R155/R156 Minimum cybersecurity baseline, .wo.rkshop-access controls,
documented update process and incident contacts
4 Non-OEM onboard systems and personal Segmentation, supplier controls, access logging, data retention
data and incident reporting
I IEC 62443 or equivalent, physical/network security, incident
5 Charging infrastructure dependency handling and fallback plans
6 Advanced ADAS/autonomous functions Manua! fallback, d|§ab|ement of a.utomated functions,
weak-signal reporting and operational thresholds

High manufacturer cybersecurity maturity is necessary
but not sufficient. Movia's exposure depends less on
direct technical control and more on its ability to demand
transparency, define decision rights in advance, require
evidence and contain fleet-level impact when uncertainty
arises.
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4. Will further implementation of
autonomous technology increase
remote-control risk?

Further automation and Advanced Driver Assistance Systems
(ADAS) maturity increase reliance on software, sensor fusion,
backend services and remote configuration. This can increase
the scale and speed at which failures, misconfigurations

or compromised remote pathways may affect multiple
vehicles. The most significant risk increase is therefore not
only the probability of intrusion, but the potential fleet-wide
impact. Movia should require safe fallback behavior, full
driver takeover, staged software rollout, rollback capability,
monitoring of weak signals, and predefined containment
measures.

EY

5. Which contract changes
should Movia make?

Movia should avoid bespoke cybersecurity requirements that
are difficult to verify and enforce. Instead, future tenders
and contracts should rely primarily on recognized standards
and objective, evidence-based requirements. Recommended
requirements include compliance with UN R155 and UN
R156 where applicable, ISO/SAE 21434 alignment for
vehicle cybersecurity engineering, ISO 24089 alignment for
software update engineering, ISO/IEC 27001 or equivalent
for relevant operator and backend environments, IEC

62443 or equivalent for charging infrastructure, incident
notification obligations, audit and evidence rights, minimum
requirements for older non-R155/R156 vehicles, GDPR-
compliant data handling, and concrete rights to deactivate
connected functions such as OTA updates, remote access and
automatic data transfer on short notice.

Risk assessment of cybersecurity for route buses and electric vehicles | Trafikselskabet Movia | 5
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1. Introduction

1.1. Background

Movia is the public transport authority (PTA) for Eastern
Denmark, except the island of Bornholm. Movia plans the
public bus network, prepares tenders, defines functional and
technical requirements for bus services, and awards contracts
to private transport operators (PTOs). The PTOs are
responsible for procuring, owning, operating and maintaining
the buses, including the choice of vehicle manufacturer

and model, the deployment of charging infrastructure and
compliance with applicable regulations.

The buses used by operators on Movia's routes increasingly
rely on software-defined functionality, remote diagnostics,
backend services and, for some models, Advanced Driver
Assistance Systems (ADAS) and over-the-air (OTA) update
capabilities. These technologies can improve safety,
maintenance and operational efficiency, but they also expand
the cybersecurity attack surface beyond the physical vehicle
to include vehicle networks, operator IT systems, OEM
backend platforms, cloud services, workshop tools, charging
infrastructure and remote maintenance interfaces.

Movia's direct cybersecurity responsibility for onboard
systems is limited to systems owned or controlled by Movia,
such as the Basiskort ticketing system. Other onboard
systems, including OEM vehicle systems, operator-procured
passenger information systems, infotainment, automatic
passenger counting equipment and charging systems, are
primarily the responsibility of the relevant operator and its
suppliers.

Operators contracted by Movia use electric buses
manufactured by Yutong, BYD, MAN, Ebusco, Volvo, Golden
Dragon, Mercedes-Benz/Daimler Buses and VDL. Recent
findings in Norway?, including Ruter's test of electric buses
from Yutong and VDL, confirmed that remote access
capabilities may exist in modern electric buses. The Ruter
test indicated that the Yutong bus could receive remote
updates through built-in connectivity, while the older VDL
bus tested was not OTA-equipped. These findings illustrate
that safety, cybersecurity and service continuity increasingly
depend on systems and suppliers outside Movia's direct
technical control.

The purpose of this assessment is therefore to assess
whether the existing cybersecurity regulation is adequate,
whether the relevant electric buses and selected EVs
demonstrate alignment with that regulation, what risks arise
from remote access and increasing vehicle automation,

and what contractual measures Movia can use to reduce
cybersecurity risk.

2) https://ruter.no/ruter-med-omfattende-sikkerhetstest-av-elektriske-busser

EY

1.2. Purpose

The purpose of this assessment is to provide Movia with

an understanding of cybersecurity and cyber-physical risks
related to electric buses used by operators on Movia's routes
and selected electric vehicles relevant to Movia's Flextrafik.

The assessment addresses five questions:

1. whether the existing cybersecurity regulation for buses
and cars is adequate;

2. whether the electric buses used by operators on Movia's
routes and selected EVs relevant to Flextrafik demonstrate
alignment with the applicable requlation;

3. what risks arise from remote access, remote control or
remote deactivation of buses and cars, and how Movia can
mitigate these risks;

4. whether further implementation of autonomous or highly
automated vehicle technologies may increase cybersecuri-
ty and remote-control risks, and how Movia can mitigate
such risks; and

5. which changes Movia should consider for bus and Flextra-
fik contracts to reduce cybersecurity risks for electric
buses and EVs.

The assessment covers electric bus models currently used
by operators on Movia's routes, including models with and
without ADAS and OTA capabilities. It also covers selected
EV platforms relevant to Flextrafik. Tesla Model 3 and Model
Y are included as highly software-defined EVs with extensive
connectivity and ADAS functionality. BYD Seal U is included
as a Chinese EV reference platform to address the Chinese
EV element of the Terms of Reference.

The assessment does not assume that Movia has technical
control over OEM vehicle systems. Instead, it focuses on how
cybersecurity risks may affect Movia as PTA and contracting
authority, and how Movia can manage these risks through
tender requirements, contractual obligations, evidence
rights, escalation mechanisms and governance.
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1.3. Methodology and scope

The assessment consists of two main parts: a compliance-
oriented desktop assessment and a risk assessment.

The compliance-oriented assessment is based on a structured
questionnaire aligned with UN R155, UN R156 and ISO/SAE
21434. The questionnaire assesses whether manufacturers
can demonstrate the existence and documented application
of cybersecurity governance, risk analysis, architecture,
software-update management, validation and incident-
response processes for the assessed vehicle types.

The assessment is inquiry-based. It reflects the presence
and description of processes and controls as reported by
manufacturers or identified in available documentation.
Responses have not been independently verified, tested

or validated through technical testing, onsite inspection,
penetration testing or audit. The assessment therefore
does not constitute an assurance opinion on the operational
effectiveness or security of vehicles.

The guestionnaire’s results concern the specific electric bus
models currently used by operators on Movia's routes. They
do not necessarily reflect cybersecurity practices in newer
or different vehicle models from the same manufacturers.
Where manufacturers or operators have stated that

Electric bus models in scope

EY

cybersecurity protection does not materially differ between
versions or year variants of the same assessed model, this
has been treated as part of the evidence base. Where such
evidence is missing, the assessment is limited accordingly.

The risk assessment builds on the compliance-oriented
findings, market knowledge and publicly available threat
information. Because the available data does not support
statistical assessment of incident probability, risks are ranked
gualitatively based on potential impact for Movia, systemic
exposure, dependency on external parties and availability of
practical mitigation measures.

No questionnaire or equivalent evidence has been received
for Volvo, which should be treated as an evidence gap and
not as a negative cybersecurity conclusion.

Selected EV platforms in scope are Tesla Model 3, Tesla
Model Y and BYD Seal U.

The EV assessment for Flextrafik is based on available
documentation for Tesla Model 3/Model Y and BYD Seal
U. The evidence base for EVs is less detailed than for
manufacturers that completed the questionnaire, and EV
conclusions should therefore be interpreted as indicative
of risk categories rather than as a full comparative market
assessment.

Manufacturer Model(s) in scope Number of in-service buses
Yutong E12,U12, E15, E9 299

BYD B12EO3, B13EO1, B19, KOUD 259

MAN Lion's City 12 E 67

Ebusco Ebusco 2.2, 12 m 49

Volvo 7900E 29

Golden Dragon E12, E13 27

Daimler Buses / Mercedes-Benz eCitaro 26

VDL Citea SLF 120 E, Citea SLFA 180 E 23

The number of buses refers to in-service buses and does
not include spare buses. The assessment concerns the
listed vehicle models used by operators on Movia's routes
and should not be read as a general assessment of all
current or future models from the same manufacturers.

Risk assessment of cybersecurity for route buses and electric vehicles
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2. Compliance Assessment

2.1. Analysis of existing legislation

Jointly, UN R155, UN R156, ISO/SAE 21434, 1SO 24089

and the General Data Protection Regulation (GDPR) provide a
complementary framework for addressing cybersecurity and
data-protection risks associated with electric buses and EVs.
The framework covers cybersecurity governance and lifecycle
risk management, control of software updates, cybersecurity
engineering, validation practices and data-protection
principles for systems that process personal data.

2.1.1. UN Regulation 155

UN R155 addresses cybersecurity risks at the vehicle-

type and lifecycle level and requires manufacturers to
establish and operate a Cyber Security Management
System (CSMS). The CSMS provides the organizational and
governance framework through which cybersecurity risks
are systematically identified, assessed, treated, monitored
and reviewed across the development, production and post-
production phases of the vehicle lifecycle.

A core function of the CSMS is to ensure that cybersecurity
risks are continuously managed over time, including post-
production monitoring, incident handling and vulnerability
management. Under UN R155, manufacturers are required
to perform a Threat Analysis and Risk Assessment (TARA)
covering vehicle systems, interfaces, backend connectivity
and supplier dependencies, and to update this analysis when
changes or incidents occur.

2.1.2. UN Regulation 156

UN R156 addresses cybersecurity and integrity risks
associated with software updates. It requires manufacturers
to establish and operate a Software Update Management
System (SUMS), which provides the governance and control
framework for managing software updates in a secure,
controlled and auditable manner throughout the vehicle
lifecycle.

The SUMS limits the risk that faulty, incompatible or
malicious updates are deployed at scale. It requires
traceability and version control, compatibility verification,
integrity and authenticity controls, and safe execution or
recovery where updates fail or affect safety-relevant systems.

2.1.3. ISO/SAE 21434 and 1SO 26262

ISO/SAE 21434 provides an engineering framework for
implementing cybersecurity controls at system, software
and organizational levels. It supports security-by-design and
security-by-default principles throughout the engineering
lifecycle and provides traceability from risks to requirements,
implementation and verification. It should be read as an
implementation standard complementing UN R155.

ISO 26262 is the established standard for functional safety

of road-vehicle electrical and electronic systems. It is closely
related to ISO/SAE 21434: cybersecurity weaknesses can have
functional-safety consequences, and mature manufacturers
coordinate the two disciplines so that security controls do not

undermine safety and vice versa. For this assessment, the
application of ISO 26262 alongside ISO/SAE 21434 is treated
as an indicator of engineering maturity, because it shows that
the manufacturer manages the interaction between safety and
cybersecurity in a structured way.

2.1.4.1S0 24089

ISO 24089 provides guidance for road vehicle software
update engineering. It complements UN R156 by describing
engineering practices for planning, developing, validating,
releasing and maintaining software updates across the
vehicle lifecycle.

Where UN R156 defines regulatory expectations for the
Software Update Management System (SUMS), ISO 24089
provides more detailed support for how software update
activities can be engineered and controlled in practice. This
includes update planning, compatibility considerations,
release management, update verification, documentation,
traceability and post-update monitoring.

For this assessment, ISO 24089 is relevant because
software updates are a key risk vector for connected electric
buses and EVs. Use of ISO 24089 or equivalent practices
strengthens assurance that software updates are not only
governed at management-system level, but also engineered,
validated and deployed in a controlled and auditable way.

2.1.5. General Data Protection Requlation (GDPR)

GDPR applies where personal data is processed by vehicle
systems, backend systems, operator systems or Movia-owned
systems. This is not limited to ADAS-equipped buses. It may
include CCTV, passenger counting, ticketing systems, vehicle
telemetry, GPS data, driver-related records and remote
connectivity data where individuals are identifiable or can
reasonably be linked to data.

Article 25 requires data protection by design and by default,
including data minimization and purpose limitation. Article
5(1)(f) requires appropriate security to protect personal data
against unauthorized or unlawful processing and accidental
loss, destruction or damage. These obligations align with
cybersecurity objectives but apply specifically to personal-
data processing.

2.1.6. Sufficiency of existing legislation

UN R155, UN R156, ISO/SAE 21434 and ISO 24089 provide
a largely sufficient framework for managing cybersecurity
risks in modern connected electric buses and EVs. If
manufacturers fully and demonstrably comply with these
frameworks, the main cybersecurity risks are addressed
through lifecycle cybersecurity governance, structured risk
analysis, secure architecture, controlled software updates,
validation, monitoring and incident response.

However, the framework should not be understood as a
guarantee that vehicles are secure in operation. First, the
practical effect depends on demonstrable implementation,
not only formal certification. Second, older vehicle models
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placed into service before UN R155 and UN R156 became
mandatory may not be covered by the same lifecycle
requirements. Third, the framework primarily addresses

OEM vehicle systems and does not fully address non-OEM
onboard systems installed by operators or Movia, such as
passenger counting, infotainment, ticketing or CCTV systems.
Fourth, the reqgulation itself does not give Movia contractual
transparency, escalation rights or operational decision rights.

The answer to whether electric buses would be secure if
manufacturers comply with existing regulations is therefore:
largely yes from a vehicle cybersecurity governance and
engineering perspective, but not absolutely. Compliance
materially reduces risk, but residual risk remains in relation
to operational use, supplier dependencies, non-OEM
equipment, data protection, legacy vehicles and fleet-level
incident handling.

For Movia, the regulatory framework is therefore sufficient
as a baseline for future tenders, but it must be translated
into enforceable contractual requirements requiring
evidence, transparency, incident notification, audit rights and
operational escalation mechanisms.

The sufficiency of the framework must also be judged
against the specific connected subsystems that capture

or transmit data, including cameras, microphones, GPS,
impact and motion sensors, and the traction battery and its
battery management system (BMS). UN R155 brings these
within scope through its threat catalogue (Annex 5) and its
requirement for a vehicle-level cybersecurity risk assessment,
and UN R156 governs the integrity of software updates to
the electronic control units behind them. The framework

is therefore largely sufficient to require manufacturers to
consider these subsystems, but it does not in itself guarantee
that any individual camera, microphone, positioning function
or battery interface is protected to a defined level. For

Manufacturer domain scores

EY

Movia, this means that contractual requirements should
explicitly address the confidentiality, integrity and availability
of camera, microphone, positioning, motion-sensor and
traction-battery data rather than relying on type-approval
alone.

2.2. Manufacturer compliance

To assess the degree to which cybersecurity is structurally
embedded in the design, governance and lifecycle
management of the assessed vehicles, manufacturers were
assessed using a structured questionnaire aligned with UN
R155, UN R156 and relevant clauses of ISO/SAE 21434. The
guestionnaire is structured around six domains: governance,
risk analysis, architecture, software updates, validation and
incident response.

Compliance in this report means demonstrable alignment
with the requirements assessed in the questionnaire. It is

not a formal legal certification opinion. Positive responses
indicate that the manufacturer demonstrates traceable and
auditable implementation of a requirement, while negative
responses indicate that the requirement is not demonstrated,
only partially implemented, or out of scope for the assessed
vehicle type.

The questionnaire responses and scores relate to the
specific in-service electric bus models used by operators on
Movia's routes. They should not be interpreted as a general
assessment of all current or future vehicles from the same
manufacturers. In particular, older vehicles placed into
service before UN R155 and UN R156 became mandatory
may have a different cybersecurity profile than newer
vehicles from the same OEM. Conversely, newer models may
comply with regulatory requirements that did not apply when
older vehicles were delivered.

Domain VDL EBUSCO BYD COLEn Yutong Daimler M.AN . Tesla BYD Seal U
Dragon Lion's city

Governance

Risk analysis 95% 100% 100% 95% 90% 85% | 100% 100%

Architecture 100% 100% 100% 100% 78% 100% | 100% 100%

Software 60% 90% 90% 100% 70% 90% | 100% 90%

updates

Validation 100% 92% 100% 92% 100% | 100% 100%

Incident 79% 86% 93% 64% 86% | 100% 79%

response
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2.2.1. Governance

Under UN R155 and R156, manufacturers are required to
establish and operate CSMS and SUMS frameworks. BYD, BYD
Seal U, Yutong, MAN and Tesla demonstrate full coverage

in the assessed governance requirements. Ebusco, Golden
Dragon and Daimler Buses demonstrate strong but not
complete alignment.

For the assessed VDL Citea SLF 120 E and Citea SLFA 180
E buses, governance demonstrability is low. These VDL
buses were delivered to one of Movia's operators in 2019,

EY

before UN R155 and UN R156 entered into force. The
result should therefore be understood as an assessment

of legacy vehicles rather than as a general assessment of
VDL's current cybersecurity maturity or newer VDL models.
Available information indicates that the assessed VDL buses
are not OTA-equipped and that software access is primarily
workshop-based. This reduces practical remote-update
exposure but does not remove concerns regarding limited
lifecycle assurance, monitoring and auditability.

Governance
BYD Seal U
Tesla
MAN Lion’s city
Daimler
Yutong
Golden Dragon
BYD
EBUSCO
VDL
L L L L )
0 20 40 60 80 100

2.2.2. Risk analysis

UN R155 requires vehicle-type-specific cybersecurity risk
analysis across the vehicle lifecycle. BYD, BYD Seal U, Golden
Dragon and Tesla show full demonstrability in the assessed
risk-analysis requirements. Ebusco and Yutong show high
maturity with minor evidence gaps, while Daimler Buses and

Risk analysis

— VDL

MAN show generally strong practices with specific gaps in
documented TARA work products, retest evidence or formal
risk acceptance. VDL shows no demonstrable alignment in the
risk-analysis domain for the assessed legacy models, which
limits transparency regarding residual cybersecurity risk.
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2.2.3. Architecture

A mature cybersecurity architecture limits propagation from
non-critical systems to safety-relevant domains through
segmentation, trust boundaries and controlled interfaces.
Ebusco, BYD, BYD Seal U, Golden Dragon, Yutong, MAN and
Tesla demonstrate full alignment in the assessed architecture
requirements. Daimler Buses demonstrates moderate to high

Architecture

EY

maturity but with gaps related to network segregation and
secure boot/runtime integrity evidence. VDL demonstrates
partial architectural controls, including protected diagnostics
and disabled development interfaces, but lacks full
documentation of interfaces, cybersecurity requirements and
zoning.
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MAN Lion's city

Daimler
Yutong
Golden Dragon
BYD
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VDL
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2.2.4. Software updates

UN R156 requires controlled software update processes,
including authenticity, integrity, compatibility, traceability,
safe execution and recovery. Yutong and Tesla demonstrate
full documented alignment in the assessed update domain.
BYD, BYD Seal U, Golden Dragon and MAN demonstrate high
maturity with specific gaps such as SBOM availability or safe-

Software updates

VDL

state evidence during updates. Daimler Buses and Ebusco
show moderate maturity with gaps in cryptographic signing,
rollback, SBOM or rollout evidence. For the assessed VDL
legacy buses, the absence of OTA capability reduces remote
update exposure, but workshop-based updates should still be
controlled, logged and restricted to authorized personnel.
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2.2.5. Validation

Validation concerns whether cybersecurity measures are
tested and operated as intended. BYD, BYD Seal U, Ebusco,
Yutong, MAN and Tesla demonstrate full alignment in the
assessed validation requirements. Golden Dragon and
Daimler Buses show substantial alignment with limited gaps,

Validation

VDL

EY

such as real operational scenario coverage or vehicle-level
validation evidence. VDL shows limited demonstrability,

increasing uncertainty regarding the effectiveness of controls
on the assessed legacy platform.

BYD Seal U
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MAN Lion's city
Daimler

Yutong
Golden Dragon

BYD
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2.2.6. Incident response

Incident response addresses the ability to monitor, detect,
respond to and learn from cybersecurity incidents. Tesla
and Yutong demonstrate the highest assessed incident-
response maturity. Golden Dragon, MAN, BYD and BYD
Seal U demonstrate relatively strong capabilities, while
Daimler Buses and Ebusco show moderate capabilities with

Incident response

EBUSCO

80 100

gaps in technical detection, backend resilience, triage or
forensic evidence. VDL shows limited incident-response
demonstrability for the assessed legacy models. For legacy
non-OTA vehicles, the main concern is less remote fleet-wide
update compromise and more limited monitoring, logging,
escalation and workshop-access traceability.
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2.3. Non-OEM onboard systems,
personal data and cybersecurity
management

The manufacturer questionnaire primarily concerns OEM
vehicle systems. It does not fully cover non-OEM systems
installed in buses by operators, subcontractors or Movia.
These systems include automatic passenger counting
equipment, passenger information and infotainment systems,
CCTV and video surveillance systems, operator IT equipment,
charging-related systems and depot interfaces, and Movia-
owned or Movia-controlled systems, including the Basiskort
ticketing system.

These systems may generate or process personal data.

CCTV and video surveillance data are personal data where
individuals can be identified. Passenger counting systems
may process images, sensor signals or movement data before
generating aggregated passenger counts, depending on

the technical design. Ticketing systems may process travel,
transaction or identifier data. Vehicle telemetry, GPS and
operational logs may also become personal data where linked
to drivers, routes, operational events or other identifiable
persons.

The personal data generated by these systems is generally not
expected to create the same direct safety risk as compromise
of vehicle control, braking, steering, propulsion or OTA-update
systems. However, the data can still be relevant from a GDPR,
confidentiality, integrity and public-trust perspective. The

fact that buses are publicly accessible does not remove GDPR

Personal data mapping

System / data source

Data generated

Personal-data relevance

EY

protection, particularly for CCTV, travel patterns, ticketing
data and identifiable operational records.

From a cybersecurity perspective, the main risk is that
non-OEM systems increase the vehicle and operator attack
surface. If such systems are poorly segmented, insufficiently
updated, or connected to operator or supplier backend
systems without appropriate access control, they may
create entry points for compromise, data leakage or service
disruption. They may also complicate incident handling if
ownership and responsibility are unclear.

Responsibility should be allocated as follows:

= Operators remain responsible for cybersecurity and GDPR
compliance for systems they procure, install or operate,
including passenger counting, infotainment and suppli-
er-managed onboard equipment.

= Movia remains responsible for systems owned or controlled
by Movia, including Basiskort.

= OEMSs remain responsible for OEM vehicle systems and
backend services within their control.

= Suppliers and subcontractors should be contractually
bound by the operator or Movia, depending on system
ownership.

Future contracts should require that non-OEM systems are
documented, securely configured, updated, access-controlled
and segmented from safety-critical vehicle systems.
Contracts should also require clear data ownership, supplier
responsibility, network segmentation, retention periods,
incident notification, audit rights and GDPR-compliant
processing arrangements.

Primary responsibility

CCTV / video surveillance

Video images of passengers,
drivers and road users

Personal data where individuals
are identifiable

Operator / system owner

Passenger counting
equipment

Counts, sensor data, images
or movement patterns
depending on technology

May be personal data if raw
images or identifiable sensor
data are processed

Operator / supplier

Ticketing events, identifiers,

Personal data where linked to

operational events

trips

Ticketing / Basiskort transaction or validation data | passengers or travel patterns Movia
Position. route. speed May be personal data where
GPS / vehicle telemetry '  Speed, linked to drivers or identifiable Operator / OEM

Diagnostics and logs

Fault codes, software status,
service events, access logs

Usually technical data, but may
become personal data if linked to
users, drivers or maintainers

OEM / operator

ADAS sensors

Camera, radar or sensor-
derived driving-environment
data

May be personal data if
individuals, vehicles or behaviour
can be identified

OEM / operator
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The most sensitive data categories are CCTV/video
surveillance, ticketing data and any raw passenger-counting
data that includes images or identifiable movement patterns.
Vehicle telemetry and diagnostics are generally less sensitive
but may still become personal data where linked to drivers,
routes, timestamps or identifiable incidents.

The cybersecurity relevance is primarily confidentiality,
integrity and availability rather than direct vehicle control.
However, poor segmentation or weak supplier access controls
for non-OEM systems may increase the overall attack surface.
Future contracts should therefore require clear ownership,
documented data categories, retention periods, access
logging, segmentation from safety-critical vehicle systems,
and GDPR-compliant deletion procedures.

2.4. Conclusion on

questionnaire analysis

Across the assessed domains, Yutong, BYD, BYD Seal

U, Golden Dragon and MAN demonstrate the strongest
documented cybersecurity maturity. Ebusco occupies an
intermediate position, while Daimler Buses demonstrates
generally strong maturity with recurring gaps that reduce

EY

auditability and assurance. VDL demonstrates markedly lower
demonstrability for the assessed legacy models, but the
absence of OTA functionality reduces the practical likelihood
of certain remote-update scenarios.

The results should not be interpreted as proof that any
vehicle is immune to cybersecurity incidents. They indicate
whether the assessed manufacturers and vehicle types

can demonstrate documented cybersecurity governance,
engineering, update and incident-response structures aligned
with UN R155, UN R156 and ISO/SAE 21434.

For Tesla, findings are based on available public
documentation. BYD Seal U is included as the selected
Chinese EV reference platform and scored using the BYD
evidence profile. Both should be treated as EV reference
assessments rather than bus-model questionnaire results.

The main practical implication for Movia is that the identified
gaps do not automatically indicate immediate unsafe
operation. Rather, they indicate different levels of assurance,
transparency and contractual reliance. Movia should address
these differences through future tender requirements,
evidence rights and minimum cybersecurity baselines,
particularly for vehicles not covered by UN R155/R156 and
for non-OEM onboard systems.
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3. Risk Assessment

3.1. Purpose and risk framing The available information does not support a quantitative
probability assessment of cybersecurity incidents for each

vehicle model. The assessment therefore does not assign
statistical likelihood values. Instead, risks are prioritized
qualitatively based on potential impact for Movia, degree of
systemic exposure, dependency on external parties, and the
feasibility of mitigation through contracts and governance.

This chapter assesses cybersecurity and cyber-physical
risks associated with electric buses used on Movia's routes
and selected EVs relevant to Flextrafik. The purpose is
not to re-assess legal compliance or to evaluate technical
implementation in individual vehicles, but to clarify how
technically plausible events may propagate into operational
disruption, safety exposure, personal-data issues or loss of A low guestionnaire score does not automatically mean that a
public trust for Movia. cybersecurity incident is likely, and a high questionnaire score
does not eliminate risk. The assessment therefore focuses on
which risks are most important for Movia to address through
proportionate contractual and governance measures.

3.1.1. Prioritized risk and mitigation overview

Priority Risk area Relevance for Movia Recommended mitigation focus
Remote access, OTA updates and Potential fleet-wide service Transpgrepcy, Iogg|ng,.deact|vat|on
1 . . . . rights, incident escalation, staged
backend dependencies disruption or safety-relevant impact
rollout and rollback
Software-update governance and Faulty or compromised updates may R155/R156 gv@ence, update
2 T . - governance, incident SLAs and
incident-response gaps scale quickly across vehicles o
audit rights
. . Minimum cybersecurity baseline,
Legacy vehicles outside R155/ Lower OTA risk for non OTA workshop-access controls,
3 vehicles, but weaker lifecycle
R156 documented update process and
assurance S
incident contacts
Non-OEM onboard systems and QDPR, confldgnt|al|ty, reputational Segmentatlpn, supplier coqtrols,
4 risk and possible attack surface access logging, data retention and
personal data - S ;
expansion incident reporting
) - IEC 62443 or equivalent, physical/
5 Charging infrastructure dependency Serv.lce.ava|lab|llty and depot network security, incident handling
continuity
and fallback plans
Manual fallback, disablement of
6 Advanced ADAS/autonomous Low-frequency but potentially high- | autonomous functions, weak-
functions impact safety and trust exposure signal reporting and operational
thresholds
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3.1.2. Risk level escalation model for
remote access and remote deactivation

The escalation model translates changes in the external
threat environment into predefined, proportionate
governance and operational actions. It does not assume
direct technical control by Movia over vehicles or onboard
systems, but defines how Movia, operators and relevant
suppliers should act when risk conditions change.

EY

Risk level Typical triggers Primary Movia focus Expected actions
Normal No specific threat indicators Governance and assurance StanQarq contracts, routine
monitoring
Authority advisories, credible Enhanced monitoring, log
Elevated warnings, reduced transparency, Preparedness and visibility availability, reaffirmed escalation
vehicle-relevant vulnerabilities rights
Verified incidents, authority Precautionary measures,
Critical instructions, loss of control or Containment and continuity documented decisions, possible
immediate fleet-wide exposure restrictions or withdrawal

The Danish threat assessment for the transport sector
indicates an elevated cyber threat environment, including

a very high threat from cyber espionage. This does not
automatically mean that every vehicle type or route should
be treated as being in a critical cybersecurity condition.
General sector-level threat does, however, justify that Movia
and operators maintain Level 2 preparedness capabilities as
a baseline.

In practice, this means that operators should already be able
to provide enhanced visibility, incident contact points, logs,
clarification of remote-access activity and update status
when requested. Full activation of Level 2 measures should
be tied to more specific triggers, such as authority warnings
concerning vehicle systems, credible incidents affecting
OEM platforms, unusual remote-access activity, reduced
manufacturer transparency, or vulnerabilities with possible
fleet-wide relevance.

A concrete example of a graded measure is connectivity
control. Operators can be required to use SIM cards from
European mobile network operators and to retain the ability
to deactivate this connectivity, individually or fleet wide. At
an elevated risk level this can mean disabling non-essential
data transmission, and at a critical risk level it can mean fully
deactivating SIM-based connectivity so that affected vehicles
can no longer be reached remotely.

3.2. Risk cluster A:
Remote access and insider dependency

Modern electric buses and EVs may remain connected
throughout their lifecycle. Manufacturers or service providers
may retain remote capabilities for diagnostics, software

Risk assessment of cybersecurity for route buses and electric vehicles

updates, configuration, fault monitoring and requlatory
obligations related to safety and recall management. These
capabilities are legitimate and often necessary, but they
introduce a structural insider-dependency risk.

Safety- or operation-relevant actions may be technically
authorized and executed from outside the vehicle without
physical access and without direct involvement of the
operator at the time of execution. This risk is distinct

from classic external hacking. It also includes error,
misconfiguration, procedural failure, inadequate escalation
handling or misuse of legitimate privileged access.

For older non-OTA vehicles, such as the assessed VDL
models, the practical likelihood of remote OTA-based
compromise is lower than for OTA-capable vehicles. The
relevant residual risks for such vehicles are primarily
workshop access, diagnostic tools, local software update
procedures, supplier access, insufficient logging and limited
incident-response visibility. These vehicles should therefore
not be treated as having the same remote-update risk profile
as modern OTA-capable buses, but they should still be
subject to a minimum cybersecurity baseline.

Operational scenarios include remote stopping or
deactivation, remote actuation or suppression of actuation
support, and unauthorized access to data-generating systems
such as surveillance, telemetry or operational logs. These
scenarios vary in severity but share a common feature: the
initiating access may appear technically legitimate, which
complicates detection, attribution and decision-making.
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3.3. Risk cluster B:

ADAS and increasing automation

ADAS are evolving from isolated driver-assistance functions
into software-defined, continuously updated systems that
increasingly influence vehicle behavior, backend services and
fleet-level performance. This shifts risk from deterministic

to probabilistic behavior, from isolated vehicles to shared
platforms, and from local faults to systemic failure potential.

Key ADAS-related risks are degraded perception and
decision-making, manipulated or unintended actuation
support, systemic dependency on shared software stacks

and backend services, and fleet-wide propagation of failures
through centralized update mechanisms. As ADAS maturity
increases, operational benefits increase, but so does systemic
coupling and the potential blast radius of failures.

Movia's strategic challenge is not whether ADAS should be
deployed, but how ADAS-related risk is governed. Movia
should require reporting of weak signals such as repeated
driver overrides, unexpected braking, abnormal ADAS
disengagements or confidence warnings, and should require
predefined thresholds for disabling functions or removing
vehicles from service.

From a regulatory perspective, UN Regulation 157
(Automated Lane Keeping Systems) is the first binding
international framework for the type-approval of automated
driving functions and is directly relevant to this risk cluster.
UN R157 sets requirements for the safe operation of
automated driving systems, including system boundaries,
transitions to the driver and event data recording, and it
interacts with the cybersecurity requirements of UN R155
and the software-update requirements of UN R156. As ADAS
functionality matures towards higher levels of automation,
UN R157 and its successors will increasingly govern the
vehicle functions whose compromise would have the most
direct cyber-physical consequences. Movia should therefore
expect future automated bus and EV models to fall within the
scope of UN R157 and should require evidence of compliance
accordingly.

3.4. Risk cluster C:
Non-OEM systems and personal data

Non-OEM onboard systems, including passenger counting,
CCTV, infotainment and ticketing systems, are generally less
likely to affect direct vehicle control than OEM drivetrain,
braking, steering or OTA systems. However, they may
generate cybersecurity, GDPR and reputational risks. They
may also increase the attack surface if not segmented from
vehicle systems or operator networks.

The most relevant Movia exposure concerns confidentiality
and integrity of data, service continuity, supplier
accountability and public trust. CCTV and passenger counting
data may involve identifiable individuals, while ticketing data
may reveal travel patterns or transactional information.
Basiskort remains a Movia-owned or Movia-controlled system
and should be managed separately from operator-owned
systems.

EY

3.5. Risk cluster D:

Charging infrastructure dependency

Charging infrastructure introduces additional digital
interfaces externally to the vehicle. While well-segmented
architectures should prevent direct control impact,
compromised or unavailable charging systems may lead to
large-scale service disruption. The dominant risk is therefore
availability and continuity rather than direct remote control
of vehicles.

Movia should rely on standards-based assurance, such as IEC
62443 or equivalent, and require clear ownership of physical
and network security at depots, incident handling procedures
and fallback arrangements for charging-related disruption.

3.6. Mitigating activities

Across all risk clusters, the effective mitigation strategy is
governance-led rather than technically prescriptive. The
decisive controls for Movia are transparency instead of
trust-based reliance, predefined decision rights instead of

ad hoc negotiation, early signals instead of post-incident
explanation, and containment capability instead of root-cause
certainty.

= Require transparency on remote access, OTA functionality
and backend dependencies.

= Require access to logs and audit trails for safety- or
operation-relevant remote actions.

= Define escalation rights and decision authority for precau-
tionary suspension, restriction or withdrawal.

= Require ability to deactivate connected functions and
automated functions where necessary.

= Require that vehicle connectivity can be provided through
European mobile network operators and that SIM-based
connectivity can be selectively or fully deactivated, indi-
vidually or fleet-wide, in response to a heightened threat
level.

= Require staged update rollout, rollback principles and
customer communication for material updates.

= Require minimum cybersecurity baselines for legacy
vehicles not covered by UN R155/R156.

= Require segmentation and supplier controls for non-OEM
onboard systems.

= Require GDPR-compliant handling of CCTV, passenger
counting, ticketing and telemetry data.
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3.7. Consolidated risk overview

Risk cluster

Primary exposure for Movia

Typical trigger

EY

Effective leverage

Remote access and insider
dependency

Safety, service continuity,
trust, governance

Privileged misuse, error,
backend compromise or
reduced transparency

Contractual transparency,
logging, escalation and
deactivation rights

Software update governance

Continuity, safety, fleet-wide
impact

Faulty or compromised
update

R155/R156 assurance,
staged rollout, rollback and
notification

Legacy vehicles

Assurance and traceability

Workshop access, unlogged
diagnostics, limited support

Minimum baseline and access
controls

ADAS and automation

Safety, liability, reputation

Unexpected actuation,
perception degradation,
backend dependency

Manual fallback,
disablement, thresholds and
weak-signal reporting

Non-OEM systems and
personal data

GDPR, confidentiality, attack
surface

Supplier compromise, weak
segmentation, data leakage

Segmentation, supplier
controls, retention and
incident reporting

Charging infrastructure

Availability and continuity

Depot or charger
compromise/outage

IEC 62443 or equivalent,
incident handling and
fallback plans

3.8. Overall conclusion

Movia's exposure depends less on direct technical
implementation and more on its ability to demand

High manufacturer cybersecurity maturity is necessary but
not sufficient. Several risks arise not from weak controls, but
from structural characteristics of modern vehicle ecosystems:
remote dependencies, shared software stacks, supplier
access, backend services and non-OEM onboard systems.

transparency, define decision rights in advance, require
evidence, and contain fleet-level impact when uncertainty
arises. Risk management at this level is fundamentally a
matter of governance, procurement and contract design, not
direct technical operation by Movia.

Risk assessment of cybersecurity for route buses and electric vehicles
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4. Recommended requirements
for future tenders and contracts

4.1. Introduction

The purpose of this chapter is to translate the findings of the
assessment into practical tender and contract requirements.
Movia's tender model is primarily based on compliance
requirements, with price as a central evaluation factor.
Reqguirements should therefore be objective, verifiable and
possible to monitor during contract execution.

Movia should avoid bespoke cybersecurity requirements
that require qualitative scoring of operators’ cybersecurity
maturity unless Movia also establishes clear scoring
criteria and monitoring capabilities. Instead, Movia should
rely primarily on recognized standards, certifications and
concrete technical obligations.

The recommended approach is to use recognized standards
as the baseline, require objective evidence where possible,
define concrete rights for deactivation, incident notification
and audit, include minimum requirements for older vehicles
not covered by UN R155/R156, and clearly allocate
responsibilities between Movia, operators, OEMs and
suppliers.

In line with the mandate for this assessment, the
recommended requirements are intended to be realistic and

Contract-ready requirement overview

proportionate to Movia's exposure and to the risks identified
in this report. Before final tender wording is adopted, Movia
should test the requirements through market dialogue with
operators and, where relevant, their OEMs and system
suppliers, in order to clarify feasibility, implementation lead
times, cost implications and operational consequences.
Requirements that cannot be verified or maintained in
ordinary contract follow-up should either be simplified,
deferred or treated as lower-priority assurance requirements.
They should be enforceable in a tender context, achievable
for operators and manufacturers, and proportionate to the
actual cybersecurity risk, rather than imposing controls that
cannot be verified or maintained.

The requirements operate at two levels. Some requirements
concern the Operator's own governance, procedures,
escalation paths and contract management. Other
requirements must be implemented through the Operator’s
agreements with OEMs, charging providers or non-OEM IT
suppliers. The Operator's obligation should therefore be
understood as an obligation to ensure that the relevant
capability, documentation and supplier support are available,
not as an obligation for the Operator to technically operate
OEM-controlled systems itself.

Area Recommended requirement

Regulatory and
standards compliance

Vehicles shall comply with UN R155/R156 where applicable; where not applicable, the operator
shall provide equivalent evidence. OEM cybersecurity engineering should align with ISO/SAE
21434, and software update engineering should align with ISO 24089.

Connected functions
and deactivation

OTA updates, remote access and automatic transfer of vehicle, operational and position data
shall be capable of full or partial deactivation at short notice upon Movia's request, where
legally and technically possible.

Software updates

Updates affecting functionality, cybersecurity, safety, data processing or availability shall follow
a documented process including compatibility checks, authenticity and integrity protection,
validation, staged rollout where feasible, rollback/recovery and traceability.; ISO 24089

Incident notification

Movia shall be notified without undue delay of cybersecurity incidents or suspected incidents
affecting safety, service continuity, remote access, OTA updates, personal data, charging
infrastructure, Movia-owned onboard systems or public confidence.

Older vehicles outside
UN R155/R156

Operators shall document external interfaces, connectivity, update methods, diagnostic/service-
tool access controls, logging, support arrangements and incident contacts.

Non-OEM systems and
personal data

Passenger counting, infotainment, CCTV/video surveillance and operator IT equipment shall be
securely configured, maintained, updated and segmented from safety-critical vehicle systems.

Evidence and audit

Operators shall provide evidence of compliance on request, and Movia may request third-party
verification where there is reasonable suspicion of non-compliance or material cybersecurity
impact.
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4.2. Standards-based

baseline requirements
Recommended requirement:

The Operator shall ensure that vehicles used under the
contract comply with UN R155 and UN R156 where
applicable. Where UN R155 or UN R156 does not apply, the
Operator shall provide equivalent evidence demonstrating
cybersecurity governance, software-update management,
access control, vulnerability management, incident response
and secure update procedures.

For OEM vehicle cybersecurity engineering, the Operator
shall ensure alignment with ISO/SAE 21434 or equivalent
recognized automotive cybersecurity engineering practices.
The Operator shall ensure that software update engineering
is aligned with ISO 24089 or equivalent recognized practices.
For relevant operator-controlled IT systems and backend
environments, the Operator shall maintain appropriate
information-security controls proportionate to the data and
operational risk. Where a subcontractor stores, processes

or has privileged access to personal data, vehicle data or
operational data on behalf of the Operator, Movia may
require evidence of ISO/IEC 27001 certification or equivalent
documented information-security controls.

For charging infrastructure and depot systems, the Operator
shall apply IEC 62443 or equivalent recognized industrial
cybersecurity principles where relevant and proportionate
to the role of the charging infrastructure in the contracted
service. This requirement should be treated as a lower-
priority assurance requirement unless the charging
infrastructure is assessed to create material service-
continuity exposure.

NIS2 and its Danish implementing legislation are relevant
to Movia and to operators and suppliers where they are
within scope. NIS2 regulates organisational cybersecurity,
governance, risk management and incident handling, and
should therefore be reflected in operator governance and
escalation requirements. NIS2 is, however, not vehicle-
specific and does not replace the vehicle type-approval
requirements in UN R155 and UN R156 or the automotive
engineering practices described in ISO/SAE 21434 and ISO
240809.

4.3. Connected functions
and remote access
Recommended requirement:

Before Contract start, or before a new vehicle type is
introduced, the Operator shall obtain from the OEM and
provide to Movia a description of connected functions,
including OTA updates, remote access and automatic transfer
of vehicle, operational and position data.

The description shall state whether such functions can be
fully or partially deactivated, how deactivation is performed,
who can perform it, expected implementation time,
reactivation procedure, and any consequences for vehicle
safety, type approval, mandatory legal functions, warranty,
service functions, vehicle performance, data transfer or
operational availability.

EY

The Operator shall ensure, through its own governance and
supplier agreements where feasible, that a request from
Movia for deactivation or restriction of connected functions
can be received, assessed, escalated and implemented within
agreed timeframes.

Where legally and technically possible, and where the
operational consequences have been assessed, Movia may
request full or partial deactivation of connected functions.
If connected functions are deactivated, autonomous or
automated driving functions capable of influencing steering,
acceleration or braking shall also be deactivated where
necessary. The vehicle shall revert to manual mode with full
driver control.

The practical implementation, timeframes, costs and
operational consequences of such deactivation rights should
be clarified through market dialogue and reflected in the final
contract wording.

4.4. Software updates and
vulnerability management

Recommended requirement:

The Operator shall ensure, primarily through OEM
compliance with UN R156 and, where relevant, ISO 24089

or equivalent evidence, that software updates affecting
vehicle functionality, safety, cybersecurity, data processing or
availability are handled through a documented and controlled
process.

Where updates are managed by the OEM, the Operator is
not expected to perform technical validation itself, but shall
ensure that the OEM can provide reasonable evidence of
compatibility checks, authenticity and integrity protection,
validation before release, staged rollout where feasible,
rollback or recovery principles and traceability of affected
vehicles.

Movia may require the Operator to provide information about
planned, ongoing or completed software updates that may
materially affect vehicle availability, ADAS functions, remote
access, data transfer, safety-relevant functionality or service
continuity.

Upon Movia's request, the Operator shall provide a
reasonable overview of the expected and actual frequency of
material software updates for the relevant vehicle types.

The Operator shall ensure that critical cybersecurity
vulnerabilities affecting vehicles, charging infrastructure,
backend systems or non-OEM onboard systems are
remediated within defined timeframes proportionate to
severity, relying on OEM or supplier processes where
applicable.

4.5, Incident notification and escalation

Recommended requirement:

The Operator shall notify Movia without undue delay of
known or suspected cybersecurity incidents, credible
authority advisories, or OEM/supplier notifications that may
materially affect vehicle safety, service continuity, remote
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access, OTA updates, personal data, charging availability,
Movia-owned onboard systems, non-OEM onboard systems or
public confidence.

The notification shall include, to the extent available: affected
vehicle types and number of vehicles; affected systems

or suppliers; immediate operational impact; containment
measures taken; whether remote access, OTA updates or
data transfer are involved; expected timeline for resolution;
and contact point for escalation.

The Operator shall maintain proportionate escalation
arrangements and contact points appropriate to the risk and
operational importance of the affected systems. This does
not require a permanent cybersecurity operations function
unless expressly agreed, but the Operator shall ensure that
relevant OEMs and suppliers can provide timely support for
material incidents.

4.6. Evidence, audit and assurance
Recommended requirement:

The Operator shall, as part of ordinary contract follow-up
and upon Movia's reasonable request, provide reasonable
evidence of compliance with agreed cybersecurity
requirements. Evidence may include certificates, policies,
process descriptions, update records, incident-response
procedures, supplier declarations, penetration test
summaries, risk assessments or audit reports.

Any request for third-party verification shall be proportionate
to the suspected non-compliance or incident impact. Movia
shall have the right to request third-party verification where
there is a reasonable basis to suspect non-compliance

or where a cybersecurity incident may affect safety,

service continuity or personal data. Audit rights shall be
proportionate and shall not require disclosure of source code
or trade secrets unless strictly necessary and subject to
appropriate confidentiality protections.

4.7. Requirements for older vehicles
not covered by UN R155/R156

Recommended requirement:

Where the Operator offers or uses electric buses under the
Contract that are not covered by UN R155 or UN R156,

the Operator shall maintain a proportionate minimum
cybersecurity baseline for those vehicles. The Operator
shall document external interfaces and connectivity;
whether OTA updates, remote access or automatic data
transfer are possible; software update method and approval
process; service-tool and diagnostic access controls; logging
and traceability of maintenance and software actions;
cybersecurity incident contact points; supplier support
arrangements; and any known limitations in cybersecurity
support or monitoring.

Where vehicles are not OTA-capable and software access is
workshop-based, the Operator shall ensure that workshop
tools, diagnostic access and local update procedures are
access-controlled, logged and restricted to authorized
personnel.

EY

4.8. Non-OEM onboard systems

Recommended requirement:

This section specifies the concrete controls for non-OEM
onboard systems and should be read together with section
4.2. Section 4.2 sets the general information-security
baseline, while this section defines the minimum practical
requirements for the onboard systems themselves. Any ISO/
IEC 27001 or equivalent evidence required under section 4.2
does not replace the concrete requirements in this section.

The Operator shall ensure that non-OEM onboard systems,
including passenger counting, passenger information,
infotainment, CCTV/video surveillance and operator IT
equipment, are securely configured, maintained and
segmented from safety-critical vehicle systems. The Operator
shall ensure that suppliers of such systems are subject

to appropriate cybersecurity, data protection, incident
notification and update-management obligations.

Movia-owned systems, including Basiskort, shall remain
under Movia's responsibility. The Operator shall ensure that
integration with Movia-owned systems does not compromise
vehicle systems, operator systems or Movia systems, and
that responsibilities for interfaces, network connectivity and
incident handling are clearly documented.

4.9. Data protection

Recommended requirement:

The Operator shall ensure that all processing and transfer of
personal data generated or processed in vehicles complies
with applicable data protection and security legislation.
Transfer of personal data, vehicle data, operational data or
position data outside the EU/EEA shall not take place without
Movia's prior approval unless required by mandatory law.

The Operator shall document categories of data processed,
purposes, retention periods, recipients, transfer locations,
access controls and deletion procedures for relevant onboard
and backend systems.

4.10. Recommended prioritization

Movia should prioritize implementation of requirements in
the following order:

1. connected-function deactivation rights;
incident notification and escalation obligations;
UN R155/R156 or equivalent assurance for vehicles;

minimum cybersecurity baseline for older vehicles;

data transfer and GDPR controls;

2.

3

4

5.  non-OEM onboard system controls;
6

7. audit and evidence rights; and

8

charging infrastructure cybersecurity requirements.
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Appendix 1
Plain-language questionnaire

Question

Expected details

EY

Evidence

1 Do you have a security and update Name of process/certificate Certificate or policy/process excerpt
process for this part (similar to
CSMS/SUMS)?

2 What is the part and where is it used | Official name/model and where it is Photo or datasheet, if available
on the bus? used

3 | Which connections does the part Telematics/internet, Wi-Fi/ Diagram or short list
have? Bluetooth, OBD/diagnostics, USB,

charger, workshop tool

4 How are updates delivered and are OTA/local and signature check Screenshot or procedure step
update files signed and checked?

5 Before updating, do you check that Per VIN/group/version/hardware Example record or tool screenshot
the update fits the bus it is sent to? checks

6 | During an update, can the bus be Drive/do not drive rule and driver Instruction card or HMI message
driven? instruction

7 | Are service/diagnostic tools Login, roles, logging Screenshot or redacted log extract
protected and are actions logged?

8 If something looks wrong, how Contact path and log retention time Contact details or one-pager
should it be reported?

9 Has this part been security-tested Test performed and status Summary report or sign-off
in bus context and were high issues
fixed and re-tested?

10 | Do you have a security team and Team, SLA, rollout, EoS Policy excerpt or one-pager

process for fixes, SLAs, controlled
rollout and end-of-support?
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Appendix 2
Detailed questionnaire domains
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The detailed questionnaire used for the assessment is aligned with UN R155, UN R156 and ISO/SAE 21434 clauses 9, 10, 11,
12, 13 and 15. The full questionnaire consists of 83 yes/no questions covering the domains below.

Domain

Primary references

Representative questions

Governance UN R155 sections 6, 7.2 and 7.3; UN CSMS/SUMS certificates, lifecycle coverage, supplier
R156 sections 6 and 7 dependency management, cybersecurity support
duration
Risk analysis UN R155 Annex 5; ISO/SAE 21434 TARA method, asset inventory, damage scenarios,

clauses 9 and 15

attack feasibility, risk acceptance and traceability

Architecture

UN R155 Annex 5; ISO/SAE 21434
clause 10

External interfaces, segmentation, diagnostics
protection, secure boot, key management, firmware
flashing controls

Software updates

UN R156 sections 7.1 and 7.2; ISO
24089

Update targeting, compatibility, RXSWIN,
cryptographic signing, safe-state execution, rollback/
recovery

Validation

UN R155 section 7.3.6; UN R156
validation requirements; ISO/SAE
21434 clause 11

Vehicle-level validation, penetration tests, operational
scenarios, remediation and residual risk acceptance

Production and service

ISO/SAE 21434 clause 12

Controlled flashing, provisioning, service tools, VIN-to-
software traceability and secure rework

Incident response

UN R155 section 7.4; ISO/SAE 21434
clause 13

Detection sources, triage, safety escalation, PSIRT/
CVD, incident SLAs, update rollout and continuous
improvement

Risk assessment of cybersecurity for route buses and electric vehicles | Trafikselskabet Movia | 29



EY

Appendix 3
Detailed questionnaire

R155/R156 with ISO/SAE 21434 (Clauses 9, 10, 11, 12, 13, 15)

This questionnaire assesses compliance with UN Regulations R155, R156 and consolidates relevant requirements from ISO/
SAE 21434 (Clauses 9, 10, 11, 12, 13 and 15). All questions require factual answers. Where Yes/No is requested, select one
and provide verifiable evidence and motivate the answer.

# Section Reference Question

1 R155 R155 §7.3.1 (+ §6.5 issuance) Do you hold a currently valid Certificate of Compliance
for the CSMS, and is it applicable to the OEM vehicle
type(s) operated by Movia? (Yes/No)

2 R155 R155 §7.2.2.1 Does your CSMS explicitly cover development,
production, and post-production phases for these
vehicles? (Yes/No)

3 R155 R155 §7.2.2.5 Do you have documented CSMS processes to manage
cybersecurity dependencies with suppliers, service
providers, and sub-organisations for the in-scope vehicle
type? (Yes/No)

4 R155 R155 §7.3.2 Have supplier-related cybersecurity risks been identified
and managed for the in-scope vehicle type? (Yes/No)

5 R155 R155 §7.3.3 Has a vehicle-type cybersecurity risk assessment been
performed that includes all relevant threats listed in
Annex 5 Part A? (Yes/No)

6 R155 R155 §7.3.6 Has appropriate and sufficient testing been performed
to verify the effectiveness of implemented cybersecurity
measures for the in-scope vehicle type? (Yes/No)

7 R155 R155 §7.3.7(a)-(c) Are measures implemented to detect and/or prevent
cyberattacks, support monitoring, and provide forensic
capability for post-incident analysis? (Yes/No)

8 R155 R155 §7.3.7(c) Do available vehicle and backend logs support forensic
analysis of attempted or successful cyberattacks? (Yes/
No)
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R155

R155§7.2.2.4

Is continuous cybersecurity monitoring performed after
first registration for the in-scope vehicle type(s)? (Yes/
No)

10

R155

R155 Annex 5-2.1

Can disruption or loss of back-end services affect vehicle
operation, and are mitigations implemented? (Yes/No)

11

R155

R155 Annex 5-24.1

Can in-vehicle network or ECU denial-of-service
attacks disrupt vehicle functions, and are mitigations
implemented? (Yes/No)

12

R155

R155 Annex 5-19.2

Is unauthorized access to or extraction of privacy/
personal data from the vehicle technically prevented and
monitored? (Yes/No)

13

R155

R155 Annex 5-19.3

Is extraction of cryptographic keys from vehicle systems
technically prevented and monitored? (Yes/No)

14

R155

R155 Annex 5 - 20.x

Is unauthorized modification of vehicle data, parameters,
or identifiers technically prevented and detectable? (Yes/
No)

15

R155

R155 Annex 5-23.1

Is unauthorized software overwrite/fabrication (control
logic manipulation) technically prevented and detectable?
(Yes/No)

16

R155

R155 Annex 5-16.1

Is remote immobilization, shutdown, or restriction of
vehicle functions possible via backend, telematics, or
other remote-operation pathways, and if yes, is it access-
controlled and auditable? (Yes/No)

17

R155

R155 Annex 5-1.x/2.x / 16.x

Do OEM-backend or -cloud systems have technical
capability to issue commands that directly affect
in-vehicle ECUs, and is this capability segmented,
authenticated, and monitored? (Yes/No)

18

R155

R155 Annex 5 - 28.2

Are debug ports, developer credentials, and development
interfaces disabled or removed in production vehicles?
(Yes/No)

19

R156

R156 §7.1.1.1 (+ §6.5 issuance)

Do you hold a currently valid Certificate of Compliance
for the SUMS, and is it applicable to the in-scope OEM
vehicle type(s)? (Yes/No)
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20

R156

R156 §7.1.1.6

Can you uniquely identify and selectively target individual
vehicles for software updates? (Yes/No)

21

R156

R156 §7.1.1.7/8§7.1.2.4

Is compatibility of each software update with the target
vehicle's last known software/hardware configuration
verified and documented before deployment? (Yes/No)

22

R156

R156 §7.1.2.3

Is there a complete auditable RXSWIN register for the
relevant vehicle type(s), and can it be filtered/audited for
the Movia fleet? (Yes/No)

23

R156

R156 §7.1.3.1

Do you have a documented process ensuring software
updates are protected against manipulation before
update initiation? (Yes/No)

24

R156

ISO/SAE 21434 Clause 10/13
(supporting control)

Are software update packages cryptographically signed,
and are signing keys segregated from operational
backend roles? (Yes/No)

25

R156

R156 §7.1.3.2

Are update processes, including the update delivery
system, protected to reasonably prevent compromise?
(Yes/No)

26

R156

R156 §7.1.3.3

Are software verification and validation processes for
vehicle software formally defined and demonstrably
applied? (Yes/No)

27

R156

R156 §7.1.4.1

Do you perform and document a safety impact
assessment for OTA updates, including assessment of
whether execution while driving affects safety? (Yes/No)

28

R156

R156 §7.2.1.1

Are authenticity and integrity of software updates
protected to reasonably prevent compromise and invalid
updates? (Yes/No)

29

R156

R156 §7.2.2.1.1

If an update fails, does the vehicle automatically revert
to a safe state or to a previous software version as
appropriate? (Yes/No)

30

R156

R156 §7.2.2.1.3

Where updates can affect safety-critical systems, do you
demonstrate technical means ensuring the vehicle is in a
safe state during update execution? (Yes/No)

Risk assessment of cybersecurity for route buses and electric vehicles | Trafikselskabet Movia | 32




EY

31 | R156 R156 §7.2.2.3 Where update execution while driving may be unsafe,
are controls implemented to prevent driving or disable
affected functions during execution? (Yes/No)

32 | ISO/SAE 21434 | ISO/SAE 21434 Clause 9 Has a concept phase cybersecurity analysis been

Clause 9 completed for the specific bus platform/model(s)
operated by Movia? (Yes/No)

33 | ISO/SAE 21434 | ISO/SAE 21434 Clause 9 Is there a documented item definition for the in-scope

Clause 9 vehicle platform/functions, including boundaries,
assumptions, and intended operational environment?
(Yes/No)
34 | ISO/SAE 21434 | ISO/SAE 21434 Clause 9 Does the item definition explicitly list all external
Clause 9 interfaces (OTA, telematics/backend, diagnostics/OBD,
Wi-Fi/Bluetooth, USB, charging, mobile/service tools)?
(Yes/No)
35 | ISO/SAE 21434 | ISO/SAE 21434 Clause 9 Is an asset inventory documented for the item, covering
Clause 9 safety-relevant assets and data assets (including CCTV/
microphone/GPS where applicable)? (Yes/No)
36 | ISO/SAE 21434 | ISO/SAE 21434 Clause 9 Are documented damage scenarios present that
Clause 9 explicitly include potential physical harm to road users
(passengers/driver/other road users)? (Yes/No)
37 | ISO/SAE 21434 | ISO/SAE 21434 Clause 9 Are cybersecurity goals defined for all safety-relevant
Clause 9 functions identified in scope (e.g., braking, propulsion,
steering, doors, HV/BMS)? (Yes/No)

38 | ISO/SAE 21434 | ISO/SAE 21434 Clause 9 Is there a cybersecurity concept that links damage/

Clause 9 threat scenarios to cybersecurity goals and concept-level
requirements? (Yes/No)

39 | ISO/SAE 21434 | ISO/SAE 21434 Clause 9 Is traceability maintained from damage/threat scenarios

Clause 9 to cybersecurity goals to concept requirements
(traceability matrix)? (Yes/No)
40 | ISO/SAE 21434 | ISO/SAE 21434 Clause 9 Is there an explicit linkage between cybersecurity
Clause 9 damage scenarios and the safety analysis process
(functional safety / safety case), including safety-critical
categorization? (Yes/No)
41 | ISO/SAE 21434 | ISO/SAE 21434 Clause 15 Do you use a documented, repeatable TARA method

Clause 15

for this vehicle platform (including impact and attack
feasibility)? (Yes/No)

Risk assessment of cybersecurity for route buses and electric vehicles | Trafikselskabet Movia | 33



EY

42 | ISO/SAE 21434 | ISO/SAE 21434 Clause 15 Does your TARA method explicitly include asset
Clause 15 identification, threat scenario identification, impact
rating, attack path analysis, attack feasibility rating, risk
determination, and risk treatment decision? (Yes/No)
43 | ISO/SAE 21434 | ISO/SAE 21434 Clause 15 Are risk acceptance and treatment criteria formally
Clause 15 defined, approved, and applied consistently? (Yes/No)
44 | ISO/SAE 21434 | ISO/SAE 21434 Clause 15 Is impact rated explicitly for scenarios with potential
Clause 15 physical harm to road users, and is the rationale
documented? (Yes/No)
45 | ISO/SAE 21434 | ISO/SAE 21434 Clause 15 Is attack feasibility scored using defined factors
Clause 15 (e.q., expertise, equipment, access, time) rather than
qualitative labels only? (Yes/No)
46 | ISO/SAE 21434 | ISO/SAE 21434 Clause 15 Are TARA results reviewed and approved by named
Clause 15 accountable roles (cybersecurity, engineering, safety,
management)? (Yes/No)
47 | ISO/SAE 21434 | ISO/SAE 21434 Clause 15 Is TARA re-opened/updated upon software updates,
Clause 15 architecture changes, newly discovered vulnerabilities, or
field incidents? (Yes/No)
48 | ISO/SAE 21434 | ISO/SAE 21434 Clause 15 Can you provide a completed (redacted if required) TARA
Clause 15 work product for this platform showing traceability to
goals and requirements? (Yes/No)
49 | ISO/SAE 21434 | ISO/SAE 21434 Clause 10 Are cybersecurity requirements specified at system,
Clause 10 hardware, and software levels for the in-scope platform?
(Yes/No)
50 | ISO/SAE 21434 | ISO/SAE 21434 Clause 10 Do cybersecurity requirements include explicit
Clause 10 verification/acceptance criteria and allocated
responsibility (OEM vs supplier)? (Yes/No)
51 ISO/SAE 21434 | ISO/SAE 21434 Clause 10 Is there a documented cybersecurity architecture
Clause 10 (zoning/segmentation, trust boundaries, gateway
controls) for the platform? (Yes/No)
52 | ISO/SAE 21434 | ISO/SAE 21434 Clause 10 Is safety-critical network traffic separated from non-

Clause 10

safety domains (e.g., telematics/infotainment) by design
and verified? (Yes/No)
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53 | ISO/SAE 21434 | ISO/SAE 21434 Clause 10 Are diagnostic functions protected against unauthorized
Clause 10 access (authentication and authorization), including
workshop tools and remote diagnostics? (Yes/No)
54 | ISO/SAE 21434 | ISO/SAE 21434 Clause 10 Is secure boot and runtime integrity enforcement
Clause 10 implemented on safety-relevant ECUs? (Yes/No)
55 | ISO/SAE 21434 | ISO/SAE 21434 Clause 10 Is cryptographic key and certificate management
Clause 10 governed (generation, storage, rotation, revocation) with
protections against insider misuse? (Yes/No)
56 | ISO/SAE 21434 | ISO/SAE 21434 Clause 10 Is there a documented process to prevent unauthorized
Clause 10 firmware flashing (local and remote) and to detect
attempted flashing? (Yes/No)
57 | ISO/SAE 21434 | ISO/SAE 21434 Clause 10 Are coding guidelines defined and enforced for security-
Clause 10 relevant code, and is static analysis performed against
those guidelines? (Yes/No)
58 | ISO/SAE 21434 | ISO/SAE 21434 Clause 10 Are weaknesses/vulnerabilities identified during
Clause 10 development tracked to closure with retest evidence?
(Yes/No)
59 | ISO/SAE 21434 | ISO/SAE 21434 Clause 10 Is there an SBOM (or equivalent third-party component
Clause 10 inventory) for the platform, including open-source
libraries? (Yes/No)
60 | ISO/SAE 21434 | ISO/SAE 21434 Clause 10 Is end-to-end traceability maintained from TARA/goals
Clause 10 to requirements to architecture to implementation to
verification results? (Yes/No)
61 | ISO/SAE 21434 | ISO/SAE 21434 Clause 11 Has cybersecurity validation been performed at vehicle/
Clause 11 item level (not only component level) for this platform?
(Yes/No)
62 | ISO/SAE 21434 | ISO/SAE 21434 Clause 11 Does validation cover real operational scenarios (in-
Clause 11 service driving, depot, charging, maintenance, remote
connectivity)? (Yes/No)
63 | ISO/SAE 21434 | ISO/SAE 21434 Clause 11 Were penetration tests or attack simulations performed

Clause 11

against vehicle plus backend/telematics/OTA pathways?
(Yes/No)
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64 | ISO/SAE 21434 | ISO/SAE 21434 Clause 11 Were safety-impact cyber scenarios tested (braking,
Clause 11 propulsion, steering, doors, HV systems), including fail-
safe or fail-operational behavior? (Yes/No)
65 | ISO/SAE 21434 | ISO/SAE 21434 Clause 11 Were validation activities conducted with independent
Clause 11 involvement (external or separate internal team)? (Yes/
No)
66 | ISO/SAE 21434 | ISO/SAE 21434 Clause 11 Is there a validation plan and validation report
Clause 11 demonstrating coverage of cybersecurity goals and
claims? (Yes/No)
67 | ISO/SAE 21434 | ISO/SAE 21434 Clause 11 Were any high or critical findings remediated with retest
Clause 11 evidence before release? (Yes/No)
68 | ISO/SAE 21434 | ISO/SAE 21434 Clause 11 Is residual cybersecurity risk at release formally accepted
Clause 11 by named accountable roles? (Yes/No)
69 | ISO/SAE 21434 | ISO/SAE 21434 Clause 12 Are production and assembly processes controlled to
Clause 12 ensure only authorized software images are flashed and
provisioned? (Yes/No)
70 | ISO/SAE 21434 | ISO/SAE 21434 Clause 12 Is authenticity and integrity of software verified before
Clause 12 flashing in production and in-service rework? (Yes/No)
71 ISO/SAE 21434 | ISO/SAE 21434 Clause 12 Are cryptographic keys and device identities provisioned
Clause 12 using protected processes (e.g., HSM, separation of
duties, limited access)? (Yes/No)
72 | ISO/SAE 21434 | ISO/SAE 21434 Clause 12 Are production and service tools authenticated and
Clause 12 authorized with unigue user accounts and audited logs?
(Yes/No)
73 | ISO/SAE 21434 | ISO/SAE 21434 Clause 12 Is there traceability from each vehicle (VIN/serial) to
Clause 12 software versions and security provisioning status at
shipment? (Yes/No)
74 | ISO/SAE 21434 | ISO/SAE 21434 Clause 12 Are deviations and rework (failed flashing, ECU

Clause 12

replacement) handled through a documented secure
procedure and audit trail? (Yes/No)

Risk assessment of cybersecurity for route buses and electric vehicles | Trafikselskabet Movia | 36



EY

75 | ISO/SAE 21434 | ISO/SAE 21434 Clause 13 Do you have a documented cybersecurity incident
Clause 13 response process for vehicles in the field, including fleet
customers? (Yes/No)
76 | ISO/SAE 21434 | ISO/SAE 21434 Clause 13 Are detection sources defined and monitored (vehicle
Clause 13 logs, backend telemetry, operator reports, supplier
notices)? (Yes/No)
77 | ISO/SAE 21434 | ISO/SAE 21434 Clause 13 Are triage criteria and severity levels defined, including
Clause 13 explicit safety-impact escalation? (Yes/No)
78 | ISO/SAE 21434 | ISO/SAE 21434 Clause 13 Are response time targets (SLAs) defined for critical
Clause 13 incidents or vulnerabilities that may impact safety? (Yes/
No)
79 | ISO/SAE 21434 | ISO/SAE 21434 Clause 13 Do you operate a PSIRT (or equivalent) and a coordinated
Clause 13 vulnerability disclosure intake for external researchers?
(Yes/No)
80 | ISO/SAE 21434 | ISO/SAE 21434 Clause 13 Is there a defined process to validate security updates
Clause 13 prior to rollout (test plan plus evidence)? (Yes/No)
81 | ISO/SAE 21434 | ISO/SAE 21434 Clause 13 Are update rollouts controlled (targeting, phased
Clause 13 deployment, rollback/recovery) with documented
customer communication? (Yes/No)
82 | ISO/SAE 21434 | ISO/SAE 21434 Clause 13 Is the guaranteed cybersecurity support duration defined
Clause 13 for this platform, and are end-of-support notifications
managed? (Yes/No)
83 | ISO/SAE 21434 | ISO/SAE 21434 Clause 13 Do incidents and vulnerabilities feed back into updated

Clause 13

TARA, goals, and requirements (continuous improvement
loop)? (Yes/No)
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Mulighed for at stille krav til elbussers oprindelse

Ankestyrelsens konklusion

Movia anmodede den 25. august 2025 Ankestyrelsen om en vejledende forhandsudtalelse om, hvorvidt
Movias bestyrelse inden for kommunalfuldmagtens regler lovligt kan beslutte at give kommuner og regioner
mulighed for at stille krav til elbussers oprindelse med hjemmel i EU-reglerne. Kommuner og regioner blev
senest i foraret 2026 orienteret om sagen i forbindelse med udbudsgrundlaget for A26. Her oplyste Movia,
at Ankestyrelsens svar ikke kunne forventes at foreligge tidsnok til A26, som derfor bliver gennemfgrt med
de hidtidige materielkrav, og at muligheden for oprindelseskrav i stedet forventedes at kunne indga fra A27.

Movia modtog den 24. september 2026 Ankestyrelsens tilsynsudtalelse om muligheden for at laegge vaegt
pa elbussers oprindelse ved udbud af almindelig rutekgrsel.

Ankestyrelsen konkluderer, at Movias bestyrelse som led i fastleeggelsen af Movias udbudsstrategi lovligt
kan beslutte, at kommuner og regioner skal kunne anvende reglerne i artikel 3e, stk. 2, litra a, i EU-forord-
ning 2019/1242 om elbussers oprindelse. Kommuner og regioner kan tilsvarende veelge dette i deres trafik-
bestilling.

Anvendelsen af reglerne vil ikke i sig selv veere en udenrigspolitisk tilkendegivelse i strid med de kommu-
nalretlige regler. Beslutningen kan blandt andet begrundes i hensynet til baeredygtige og robuste forsy-
ningskaeder samt forsyningssikkerheden i EU. Den ma derimod ikke begrundes med udtrykkelige syns-
punkter om andre landes regeringer eller politik.

Ankestyrelsens udtalelse er vedlagt som bilag.

Mulighed i A27-udbuddet

Movias administration vil pa baggrund af Ankestyrelsens udtalelse indstille til Movias bestyrelse, at kommu-
ner og regioner fra og med A27 far mulighed for at veelge krav til elbussers oprindelse. Bestyrelsen vil i for-
bindelse med fastlaeggelsen af udbudsstrategien for A27 tage stilling til, om muligheden skal indfgres, og
hvordan bestemmelsen konkret skal udformes. Tilsvarende vil bestyrelsen tage stilling til anvendelsen i
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forbindelse med efterfalgende udbud. Udbudsgrundlaget for A27 udsendes ultimo marts 2027, og trafikbe-
stillingerne skal afgives i oktober 2027. Oprindelseskravet vil alene gaelde for anskaffelse af nye busser, og
Movia vil derfor ikke stille oprindelseskrav i forhold til brugte elbusser.

Forenklet indebaerer muligheden, at der i udbuddet kan stilles krav om, at bussens sidste vaesentlige forar-
bejdning skal ske i EU, et land, som EU har indgaet en relevant frihandelsaftale med, eller et land, som er
omfattet af WTO'’s aftale om offentlige udbud (GPA). Den sidste vaesentlige forarbejdning af bussen skal
desuden udggre mindst 45 pct. af bussens veerdi. Kravets endelige udformning vil blive fastlagt inden for
EU-forordningens regler og de almindelige udbudsretlige rammer.

Et oprindelseskrav vil kunne afskaere nogle busproducenter fra at levere busser til brug for Movias kontrak-
ter. Det er dog ikke ensbetydende med, at alle kinesiske eller kinesisk ejede busproducenter udelukkes.
Producenter kan fortsat opfylde kravet, hvis de konkrete busser efter de geeldende regler har den ngdven-
dige oprindelse, eksempelvis som fglge af produktion i Ungarn, hvor en kinesisk producent allerede har
etableret produktion. Det vil ogsa fortsat veere muligt at anvende delkomponenter, eksempelvis kgrebatte-
rier fra producenter uden for forordningens geografiske afgreensning, i europaeisk producerede busser.

Movia estimerer forelgbigt, at et krav til bussernes oprindelse vil medfgre en meromkostning for kommuner
og regionen pa ca. 10 pct. af tilskudsbehovet.

Hvis en udbudsenhed omfatter trafik for flere kommuner og/eller regioner, skal der veere enighed blandt de

berarte ejere om at veelge oprindelseskravet. Denne proces blev ogséd meldt ud i forbindelse med udbuds-
grundlaget for A26.

Bilag: Ankestyrelsens tilsynsudtalelse af 24. september 2026.

Side 2/2
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Trafikselskabet Movia
Hanne Varmings Plads 4
2500 Valby

Tilsynsudtalelse om trafikselskabet Movias,
interessentkommunernes og interessentregionernes mulighed for
at lzegge vagt pa elbussers oprindelse i forbindelse med udbud af
almindelig rutekgrsel (Movias sagsnr. TS120877)

Trafikselskabet Movia har den 25. august 2025 skrevet til Ankestyrelsens
tilsyn med kommuner og regioner (herefter tilsynet).

Movia har bl.a. anmodet tilsynet om en forh&ndsudtalelse om, hvorvidt
trafikselskabets bestyrelse kan traeffe beslutning om, at kommuner og
regioner i Movias omrade gives mulighed for at fravaelge elbusser med
oprindelse udenfor GPA og lande, som EU ikke har indgdet en
frihandelsaftale med, uden at det er at betragte som en udenrigspolitisk
tilkendegivelse, der ville veere i strid med kommunalfuldmagtsreglerne.

Konklusion

Det er tilsynets opfattelse, at Movias bestyrelse som led i fastleeggelsen
af selskabets udbudsstrategi kan beslutte, at kommunalbestyrelser og
regionsrad skal kunne benytte hjemlen i artikel 3e, stk. 2, litra a i
forordning (EU) 2019/1242, uden at der i sig selv ville veere tale om en
udenrigspolitisk tilkendegivelse. Det gaelder, uanset at trafikselskabet
ikke er forpligtet til at benytte sig af bestemmelsen. Trafikselskabet kan
0gsa begrunde beslutningen i de hensyn til forsyningssikkerhed, som er
fremhaevet i betragtning nr. 20 i forordning 2024/1610, uden at der ville
vaere tale om en udenrigspolitisk tilkendegivelse.

Kommunalbestyrelser og regionsrad vil pa samme made kunne afgive en
trafikbestilling med henvisning til den omhandlede hjemmel og
hensynene bag den.

Ankestyrelsen

24. september 2026

J.nr. 25-95786

Ankestyrelsen
Nytorv 7, 2. sal
9000 Aalborg

Tel +45 3341 1200

ast@ast.dk
sikkermail@ast.dk

EAN-nr.:
57 98 000 35 48 21

Abningstid - reception:
man-tors kl. 9.00-15.00
fre kl. 9.00-13.00

Abningstid - telefon:
man-tors kl. 9.00-15.00
fre kl. 9.00-12.00



Vi beklager den lange sagsbehandlingstid.
Sadan vurderer vi sagen

Tilsynet laegger til grund, at artikel 3e, stk. 2, litra a i forordning (EU)
2019/1242 indeholder en hjemmel til, at Movia som ordregivende
myndighed i forbindelse med udbud af almindelig rutekgrsel — hvis
betingelserne i gvrigt er opfyldt - kan anvende et kriterium om andelen
af produkter eller tilbud med oprindelse i tredjeland, som ikke har
indgdet en frihandelsaftale, herunder regler om offentlige udbud, med
EU.

Movia er som kommunalt faellesskab, jfr. kommunestyrelseslovens § 60,
omfattet af kommunalfuldmagten i egenskab af specialkommune.

Kommunalfuldmagten viger dog for skreven lov, herunder EU-
forordninger.

Det er tilsynets opfattelse, at trafikselskabet Movias bestyrelse som led i
fastlaeggelsen af selskabets udbudsstrategi kan beslutte, at
kommunalbestyrelser og regionsrad skal kunne benytte den omhandlede
hjemmel, uden at der i sig selv ville veere tale om en udenrigspolitisk
tilkendegivelse. Det geelder, uanset at trafikselskabet ikke er forpligtet til
at benytte sig af hjemlen. Trafikselskabet kan ogsa begrunde
beslutningen i de hensyn til forsyningssikkerhed, som er fremhaevet i
betragtning nr. 20 i forordning 2024/1610, uden at der ville veere tale
om en udenrigspolitisk tilkendegivelse.

Kommunalbestyrelser og regionsrad vil pa samme made kunne afgive en
trafikbestilling med henvisning til den omhandlede hjemmel og
hensynene bag den.

Vi laagger vaegt pa, at Movias bestyrelse ifglge vedteegterne har til
opgave at fastlaegge trafikselskabets udbudspolitik, og at
trafikselskaberne i medfgr af trafikselskabslovens § 5, stk. 1, nr. 1, har
til opgave at omsaette de kommunale og regionale gnsker til offentlig
servicetrafik. Kommuner og regioner ma sdledes antages at vaere
berettiget til at fremsaette gnsker til vilkar i forbindelse med udbud af
rutekgrsel, inden for de rammer, som er hjemlet ved lov og omfattet af
trafikselskabets udbudspolitik.

Vi bemaerker for god ordens skyld, at det efter tilsynets opfattelse ville
veere i strid med kommunalfuldmagten, hvis Movia eller



interessentkommunerne begrundede en disposition eller deres
indkgbspolitik med en udenrigspolitisk tilkendegivelse forstaet som
udtrykkelige synspunkter om fremmede regeringers handtering af
forskellige spgrgsmal, hvis ikke tilkendegivelsen var i overensstemmelse
med en udenrigspolitisk tilkendegivelse vedtaget af Folketinget, eller hvis
det skete pa opfordring fra regeringen med bred opbakning fra
Folketinget. Vi henviser til regelafsnittet.

Vi bemaerker ogsa, at en sadan disposition efter vores opfattelse ikke
ville vaere omfattet af regionernes myndighedsfuldmagt. Vi henviser til
regelafsnittet om, at regionen ikke derved ville varetage en opgave, som
er et ngdvendigt led i varetagelsen af de opgaver, som er palagt
regionen i lovgivningen.

Vi offentligger denne udtalelse p& www.ast.dk i anonymiseret form.
Sagens oplysninger

Trafikselskabet sendte den 25. august 2025 en anmodning om en
forhandsudtalelse til tilsynet. Falgende fremgar bl.a. af anmodningen:

"Movia gnsker pa bestyrelsesmgdet i februar 2026 at indstille til
vedtagelse i Movias bestyrelsen, at kommuner og regioner pa
Sjeelland og @erne i forbindelse med Movias kommende udbud af
rutebuskgrsel, A26 - udbud af almindelig rutekgrsel, kan stille krav
til elbusser oprindelse. Hvis bestyrelsen godkender forslaget, far
kommunerne og regionerne dermed mulighed for at fraveelge
busser, som har oprindelse i lande udenfor GPA, og som EU ikke
har indgaet en frihandelsaftale med.

Movias udbudsstrategi fastleegges af Movias bestyrelse (jf. Vedtaegt
for Trafikselskabet Movia, § 23, punkt 6), og Movias bestyrelses
skal derfor traeffe beslutning om, hvorvidt Movia skal give
kommuner og regioner mulighed for i forbindelse med udbud af
busdrift at fravaelge elbusser pa baggrund af oprindelse.

Movia har modtaget henvendelser fra Region Hovedstaden og
Kgbenhavns Kommune, som har spurgt ind til, om Movia i nye
udbud af busdrift ma stille krav til, at busdriften ikke gennemfgres
med kinesisk producerede busser. Baggrunden for regionens og
kommunens henvendelser er, at der er en interesse i hhv.
kommunalbestyrelsen og regionsradet for at treeffe beslutning om,
at Movia i fremtidige udbud af almindelig rutekgrsel skal sikre, at



busdriften ikke gennemfgres med elbusser produceret af kinesiske
busproducenter. Der er fra forskellige sider rejst kritik af, at
kinesiske busproducenter ikke overholder menneskerettigheder ved
produktion af elbusser, og af risici for misbrug af data indsamlet fra
kinesisk busproducerede elbusser.

[...]
Regelgrundlag:

- Movias hjemmelsgrundlag: lov om trafikselskaber (LBK nr. 537 af
19/05/2025) § 5, stk. stk. 1, nr. 1

- Tiltagets hjemmel: EUROPA-PARLAMENTETS OG RADETS
FORORDNING (EU) 2024/1610 af 14. maj 2024 om andring af
forordning (EU) 2019/1242 for s vidt angar skeerpelse af
praestationsnormerne for nye tunge kgretgjers CO2-emissioner (...)
artikel 1, nr. 4, som indfgrer

artikel 3e, stk. 2, litra a i forordning (EU) 2019/1242.

Movia er et trafikselskab reguleret efter lov om trafikselskaber (LBK
nr. 537 af 19/05/2025) ("trafikselskabsloven”) og lov om
kommunernes styrelse (LBK nr. 69 af 23/01/2024) § 60.

Det fglger af trafikselskabslovens § 5, stk. 1, nr. 1, at Movia
varetager almindelig rutekgrsel inden for Movias omrade herunder
indkgb af denne. Movia indkgber al sin bustrafik fra private
virksomheder (busoperatgrer).

Movia er en ordregivende myndighed, som indkgber elbusdrift, og
det er derfor Movias vurdering, at Movia har mulighed for ved
udbud af almindelig rutekgrsel at stille krav til andelen af elbusser,
der er produceret i lande, der ikke er omfattet af GPA, og som ikke
har indgdet en frihandelsaftale med EU i medfgr af forordningens
artikel 3e, stk. 2, litra a.

Artikel 3e, stk. 2, litra a) har fglgende ordlyd: “De ordregivende
myndigheder og ordregivende enheder anvender mindst to af
folgende kriterier som tekniske specifikationer eller som
tildelingskriterie, hvoraf mindst et skal vedrare tilbuddets bidrag til
forsyningssikkerheden som fastsat i litra a)-d), afhaengigt af
markedssituationen og i overensstemmelse med direktiv
2014/23/EU, 2014/24/EU eller 2014/25/EU og geeldende



sektorlovgivning samt med Unionens internationale forpligtelser,
herunder Verdenshandelsorganisationens aftale om offentlige
udbud (»GPA«) og andre internationale aftaler, som Unionen er
bundet af:

a) andelen af produkter eller tilbud med oprindelse i tredjelande
som bestemt i overensstemmelse med Europa-Parlamentets og
R&dets forordning (EU) nr. 952/2013 (*); dette kriterium finder
kun anvendelse p8 produkter fra tilbud med oprindelse i lande,
der ikke er omfattet af GPA, og som ikke har indg8et en
frihandelsaftale, herunder regler om offentlige udbud, med
Unionen”

I medfgr af forordningens artikel 3e, stk. 1, skal ordregivende
myndigheder, som udbyder offentlige tjenesteydelseskontrakter,
hvis hovedgenstand er anvendelse af nulemissionsbybusser,
dermed enten stille som krav eller benytte som tildelingskriterium
en raekke kriterier, som fremgar af forordningens artikel 3e, stk. 2,
litra a-e.

Et af disse kriterier (litra a) vedrgrer efter sin ordlyd andelen af
produkter eller tilbud med oprindelse i lande, der ikke er omfattet
af GPA, og som ikke har indg3et en frihandelsaftale, herunder
regler om offentlige udbud, med EU.

I preesambelbetragtning nr. 20 opfordres ordregivende myndigheder
desuden kraftigt til at benytte kriteriet i forordningens artikel 3e,
stk. 2, litra a) som tildelingskriterium eller teknisk specifikation i
offentlige udbud af tjenesteydelseskontrakter vedrgrende
nulemissionsbybusser. Baggrunden er, at det bl.a. vil fremme
udbuddet af elbusser fra den europaeiske industri.
Preeampelbetragtning 20 har fglgende ordlyd: “I forbindelse med
deres offentlige udbudsprocedurer, der er omfattet af denne
forordning, opfordres ordregivende myndigheder og ordregivende
enheder kraftigt til at anvende et tildelingskriterium eller en teknisk
specifikation, der vedrgrer andelen af produkter i tilbud med
oprindelse i lande, der ikke er omfattet af
Verdenshandelsorganisationens aftale om offentlige udbud
(»GPA<«), og som ikke har indg8et en frihandelsaftale, der
indeholder regler om offentlige udbud, med Unionen. S8danne
kriterier vil spille en vigtig rolle med hensyn til at fremme udbuddet
af nulemissionsbybusser fra den europeeiske industri, sikre



baeredygtige og modstandsdygtige forsyningskaeder for bybusser
samt styrke forsyningssikkerheden i Unionen.”

Forordningen angiver ikke efter Movias opfattelse begraensninger til
eller et minimum af, hvor stor en andel af produkter, herunder fx
elbusser, med oprindelse i lande, der ikke er omfattet af GPA (og
som ikke har indgdet en frihandelsaftale med EU), som der ma
stilles krav til. Der kan ej heller efter Movias opfattelse af det
lovforberedende arbejde hhv. EU Parlamentet, Radet og
Kommissionen i forbindelse med forordningens (og senere
andringer heraf) tilblivelse udledes en sadan begraensning af
andelen eller minimumsandel af produkter med oprindelse i
sakaldte tredjelande.”

Trafikselskabet beskrev fglgende retsopfattelse og tvivisspgrgsmal:

"Det er Movias klare vurdering, at i det tilfaelde, hvor Movia er
berettiget og forpligtet til at handle i overensstemmelse med en
given bestemmelse i forordningen, og hvor et sddant krav i Movias
udbud har hjemmel i den pagaeldende bestemmelse, ikke vil vaere
et udtryk for Movias og/eller Movias ejeres udenrigspolitiske
tilkendegivelse. Arsagen hertil er, at forordningen har direkte
virkning for medlemsstaterne, og at det saledes ikke er op til
medlemsstaterne at traeffe beslutninger for sa vidt angar
implementeringen heraf.

Det er saledes Movia opfattelse, at et krav i Movias udbud, som har
hjemmel i en forordning, ikke vil veere udtryk for en
udenrigspolitisk tilkendegivelse.

Som fglge af, at Movia imidlertid alene er berettiget til, men ikke
forpligtet til at indfgre det i bestemmelsens litra a) opridsede krav,
sgger Movia Ankestyrelsens svar pd, om det vil vaere at betragte
som en udenrigspolitisk tilkendegivelse, hvis Movia stiller krav i
overensstemmelse med hjemlen i forordningens artikel 3e, stk. 2,
litra a).

Movia gnsker derfor Ankestyrelsens forhandsudtalelse om det er at
betragte som en udenrigspolitisk tilkendegivelse, hvis Movias
bestyrelse tiltreeder fglgende indstilling:

I Movias kommende udbud af almindelige rutekgrsel, begyndende
med udbud A26, gives kommuner og regioner i Movias omrdde



mulighed for at fravaelge elbusser med oprindelse udenfor GPA og
lande, som indg8et en frihandelsaftale med.

[..]

Det er Movias vurdering, at Movia med hjemmel i forordningens
artikel 3e, stk. 2, litra a) har ret til at udbyde almindelig rutekarsel
med elbusser, som udelukkende har oprindelse i lande, der er
omfattet af GPA (eller som har indgdet en frihandelsaftale med
EU).

Det, som taler for dette er, at forordningens artikel 3e, stk. 2, litra
a) giver hjemmel til et sddant krav, og at det fremgar af
forordningens praeambelbetragtning 20, at ordregivende
myndigheder opfordres kraftigt til at benytte det kriterium, som
fremgér af forordningens artikel 3e, stk. 2, litra a, som
tildelingskriterium eller krav. Det er altsd den ordregivende
myndighed og ikke medlemsstaterne, som opfordres til at traeffe
dette valg, hvilket haenger ulgseligt sammen med at forordningen
ikke skal implementeres seaerskilt af medlemsstaterne, men har
direkte virkning i medlemsstaterne fra ikrafttreedelsestidspunktet.

Movia er ikke bekendt med, at Folketinget har lavet en
tilkendegivelse i forhold til, at trafikselskaber bgr/ikke bgr stille
krav til elbussers oprindelse ved indkgb af almindelig rutekgrsel.

Movia vurderer, at et krav om at elbussers oprindelsesland, er
hjemlet i EU-lovgivningen, jf. forordningens artikel 3e, stk. 2, litra
a. Movia betragter dermed et krav om elbussers oprindelse, som en
erhvervspolitisk/udenrigspolitisk tilkendegivelse, som er besluttet
af EU.

Det er Movias vurdering, at hjemmel til at stille oprindelseskrav til
elbusser tilsideseetter et evt. behov for en udenrigspolitisk
tilkendegivelse vedtaget af Folketinget.”
Regler og praksis
Trafikselskabslovens § 1, stk. 1-2, har fglgende ordlyd:
"g 1. Hvert regionsrad etablerer et eller flere trafikselskaber, jf.

dog stk. 2. Hver kommune deltager i ét trafikselskab. Et
trafikselskab kan omfatte kommuner i to regioner, hvis regionerne



graenser op til hinanden. Trafikselskaberne er omfattet af § 60 i lov
om kommunernes styrelse.

Stk. 2. 1 Region Sjeelland og Region Hovedstaden etableres kun
ét samlet trafikselskab, der deekker de to regioners geografiske
omrade, bortset fra Bornholm, hvor Bornholms Regionskommune
varetager de opgaver, der efter denne lov pahviler
trafikselskaberne.”

Det fremgar af § 5, stk. 1, nr. 1, i samme lov, at trafikselskaber
varetager offentlig servicetrafik i form af almindelig rutekgrsel inden for
sit omrade.

Det fremg%r videre af § 5, stk. 1, nr. 3, at trafikselskaber varetager
koordinering og planlaegning af offentlig servicetrafik.

Folgende fremgar af de specielle bemaerkninger til bestemmelsen i
trafikselskabslovens § 5, stk. 1, i lovforslag nr. 83 af 24. februar 2005:

"Omfanget og serviceniveauet af den bustrafik, som trafikselskabet
tilbyder, fastlaegges ud fra de kommunale og regionale gnsker.
Trafikselskaberne har sadledes til opgave at omsaette de kommunale
og regionale gnsker til praecise kgreplaner og praktisk offentlig
servicetrafik betjening. Trafikselskaberne radgiver kommuner og
regioner med hensyn til optimal rutestruktur og serviceniveau, og
trafikselskaberne koordinerer gnsker mellem kommuner indbyrdes
samt mellem regioner og kommuner. Trafikselskaberne star for
udbud af al offentlig servicetrafik og indkgb af privatbanetrafik,
men har ogsd mulighed for egenproduktion.

Det forventes, at den altovervejende del af den trafik, som
trafikselskaberne skal varetage, fortsat vil blive udfgrt pa kontrakt
med private busvognmaend.”

Folgende fremgar af artikel 3e, stk. 2, litra a i forordning (EU)
2019/1242:

"Sikring af baeredygtige og modstandsdygtige
forsyningskaader for bybusser gennem offentlige
udbudsprocedurer

De ordregivende myndigheder og ordregivende enheder
anvender mindst to af fglgende kriterier som tekniske
specifikationer eller som tildelingskriterie, hvoraf mindst et



skal vedrgre tilbuddets bidrag til forsyningssikkerheden som
fastsat i litra a)-d), afhaengigt af markedssituationen og

i overensstemmelse med direktiv 2014/23/EU, 2014/24/EU
eller 2014/25/EU og geaeldende sektorlovgivning samt med
Unionens internationale forpligtelser, herunder
Verdenshandelsorganisationens aftale om offentlige udbud
(»GPA«) og andre internationale aftaler, som Unionen er
bundet af:

a) andelen af produkter eller tilbud med oprindelse
i tredjelande som bestemt i overensstemmelse med Europa-
Parlamentets og Radets forordning (EU) nr. 952/2013 [link
udeladt]; dette kriterium finder kun anvendelse pa
produkter fra tilbud med oprindelse i lande, der ikke er
omfattet af GPA, og som ikke har indgdet en
frihandelsaftale, herunder regler om offentlige udbud, med
Unionen”

Folgende fremgar af betragtning 20 i forordning (EU) 2024/1610 af
14. maj 2024, hvor ovenstaende artikel 3e, stk. 2, litra a blev indfgrt:

"I forbindelse med deres offentlige udbudsprocedurer, der er
omfattet af denne forordning, opfordres ordregivende myndigheder
og ordregivende enheder kraftigt til at anvende et
tildelingskriterium eller en teknisk specifikation, der vedrgrer
andelen af produkter i tilbud med oprindelse i lande, der ikke er
omfattet af Verdenshandelsorganisationens aftale om offentlige
udbud (»GPA«), og som ikke har indgdet en frihandelsaftale, der
indeholder regler om offentlige udbud, med Unionen. S&danne
kriterier vil spille en vigtig rolle med hensyn til at fremme udbuddet
af nulemissionsbybusser fra den europaeiske industri, sikre
bzeredygtige og modstandsdygtige forsyningskaader for bybusser
samt styrke forsyningssikkerheden i Unionen.”

Kommunalfuldmagten

Kommunalfuldmagten er en raekke uskrevne kommunalretlige
grundsaetninger om kommunernes opgavevaretagelse, som giver
kommuner og kommunale faellesskaber hjemmel til at varetage visse
opgaver. Kommunalfuldmagtsreglerne er udviklet gennem praksis og
viger for den skrevne lovgivning.

Nar den skrevne lovgivning ikke indeholder hjemmel til, at kommunen
kan varetage en given opgave, og den skrevne lovgivning heller ikke er



til hinder for, at kommunen kan varetage en given opgave, skal det
vurderes efter kommunalfuldmagtsreglerne, om kommunen kan
varetage opgaven.

Tilsynet har den 13. juni 2024 afgivet en generel tilsynsudtalelse om
kommuners involvering i udenrigspolitiske anliggender. Det fremgar af
udtalelsens konklusion, at kommunerne som altovervejende hovedregel
ikke lovligt kan beskaeftige sig med udenrigspolitiske forhold, herunder
fremkomme med meningstilkendegivelser, der ikke vedrgrer kommunen
eller kommunalbestyrelsens befgjelser. Folgende fremgar bl.a. videre af
konklusionen:

"I nogle helt szerlige tilfaelde kan dette udgangspunkt dog fraviges.

[...]

Kommunerne kan videre i begreenset omfang varetage
udenrigspolitiske hensyn i forbindelse med, at de varetager
kommunale opgaver. Det er sdledes inden for rammerne af
kommunalfuldmagten, hvis kommunerne begrunder
tilrettelaeggelsen af deres indkgbspolitik med en tilkendegivelse,
der er i overensstemmelse med en udenrigspolitisk tilkendegivelse
vedtaget af Folketinget.

Kommunerne kan ogsa tilretteleegge deres indkgbspolitik begrundet
i saglige hensyn, som kommunerne kan varetage, sdsom gnsket
om at tage et samfundsansvar (i udlandet) ved at foretraekke
Fairtrade maerkede produkter, forudsat at dispositionen ikke er
ledsaget af udtrykkelige synspunkter om fremmede regeringers
handtering af de omhandlede spgrgsmal. [...]

Derudover kan kommunerne i helt ekstraordinzere situationer
varetage udenrigspolitiske hensyn, hvis det sker pa opfordring fra
regeringen med bred opbakning fra Folketinget. Saledes kunne
kommuner pa opfordring fra regeringen opsige
venskabsbysamarbejder og andre indgdede kontrakter med
henvisning til krigen i Ukraine, ligesom kommunerne kan flage med
det ukrainske flag.

Efter Ankestyrelsens opfattelse er det ikke en kommunal opgave at
fremsaette en mundtlig eller skriftlig meningstilkendegivelse om
udenrigspolitiske forhold i andre situationer end de ovenfor naevnte
helt seerlige tilfelde, uanset om indholdet af udmeldingen matte
veere i overensstemmelse med regeringens udenrigspolitiske linje.”
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Af pkt. 2.2.3.3. i den generelle udtalelse fremgar ogsa falgende om
kommunernes mulighed for at tilrettelaegge deres indkgbspolitik med en
tilkendegivelse, der er i overensstemmelse med en udenrigspolitisk
tilkendegivelse vedtaget af Folketinget:

"I en besvarelse af spgrgsmal nr. 48 (Alm. del) fra Folketingets
Indenrigsudvalg den 17. april 2024 bemaerkede [ministeren, red.]
[...] at kommunerne skal vaere opmaerksomme pa ogsa i gvrigt at
overholde galdende lovgivning, herunder udbudsreglerne.

I et brev til KL under samme nummer i resumédatabasen
bemarkede ministeriet i gvrigt, at EU-retten ikke forholder sig
direkte til, hvorvidt en kommune i sin kommunale indkgbspolitik
kan vedtage ikke at kgbe varer fra [...], sa laenge udmgntningen
heraf ikke far karakter af et nationalt importforbud.”

Folgende fremgar videre af samme pkt. i den generelle udtalelse:

"Siden den tidligste praksis pa omradet er der sket en udvikling i
forhold til kommunernes adgang til at tilrettelaegge deres
indkgbspolitik og opsige kontraktforhold begrundet i
udenrigspolitiske forhold, ligesom begrebet ‘'udenrigspolitiske
meningstilkendegivelser’ er blevet praeciseret.

[...]

I et brev af 3. maj 2013 (resumédatabasen 13.3.2) udtalte det
davaerende @konomi- og Indenrigsministerium pa baggrund af en
henvendelse fra Aarhus Kommune om en tilsynsudtalelse afgivet af
en af de davaerende statsforvaltninger om indkgb af Fairtrade-
meaerkede varer og en informationsindsats vedrgrende maerket, at
kommunen efter kommunalfuldmagtsreglerne kan patage sig et
samfundsansvar.

Ministeriet henviste i den forbindelse til internationale initiativer,
som Danmark havde tilsluttet sig, samt tilsvarende danske
initiativer i form af bl.a. skiftende regeringers handlingsplaner for
samfundsansvar og loven om meaeglings- og konfliktinstitutionen for
ansvarlig virksomhedsadfaerd, som efter ministeriets opfattelse var
udtryk for en generel forudsaetning om, at savel private som
offentlige aktgrer, som har mulighed for at ggre det, bgr tage et
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samfundsansvar. Ministeriet bemaerkede, at indholdet af dette
samfundsansvar naeppe lader sig afgraense entydigt.

Ministeriet vurderede herefter, at kommunen ved indkgb lovligt kan
udnytte sin mulighed for at efterspgrge varer og tjenesteydelser,
der er produceret under ansvarlige forhold, og at kommuner i deres
indkgbspolitik kan fastsaette, at de gnsker at leve op til
internationale anerkendte standarder og principper om
samfundsansvar, herunder at indkgbspolitikken lever op til en
raekke forskellige hensyn, som anses for generelt
anerkendelsesvaerdige i samfundet, sdsom sikring af ordentlige
arbejdsvilkar, rimelige sociale forhold, overholdelse af
menneskerettigheder samt en gkonomisk og miljgmaessig
baeredygtig produktion. Sammenfattende var det ministeriets
opfattelse, at en kommune lovligt i sin indkgbspolitik kan laegge
vaegt pd indkgb af Fairtrade-maerkede varer. Ministeriet
bemaerkede i den forbindelse fglgende:

"Kgb af Fairtrade-maerkede produkter hviler pd en udtrykkelig
forudsaetning om, at produktion af ikke-Fairtrade-meerkede
varer i de omfattede lande ikke ngdvendigvis foregar under
ansvarlige forhold, og at kgbet af Fairtrade-markede varer har
til formal at imgdega de arbejdsmaessige, sociale og
miljgmaessige udfordringer, som ggr sig gaeldende i de lande,
som varen er produceret i. Dette indebzerer imidlertid efter
ministeriets opfattelse ikke i sig selv, at en indkgbspolitik om
prioritering af kgb af Fairtrade-markede varer kan anses for at
vaere en udenrigspolitisk tilkendegivelse.”

Regional interesse
Det fremgar af regionslovens § 5, stk. 1, at regionsradet ikke kan
varetage andre opgaver end de opgaver, der fglger af lovgivningen.

Bestemmelsen fremgik oprindelig af lovens § 5, stk. 2 (konsekvensrettet
som fglge af, at § 5, stk. 1, blev ophaesvet, jfr. lov nr. 719 af 20. juni
2025 om andring af lov om regioner og om nedlaeggelse af
amtskommunerne, Hovedstadens Udviklingsrad og Hovedstadens
Sygehusfeellesskab (regionsloven) og forskellige andre love).

Det fremgar af bemaerkningerne til § 5, stk. 2, i lovforslag nr. 65
(2004/2) fremsat den 24. februar 2005, at bestemmelsen indebeerer, at
kommunalfuldmagtsreglerne ikke finder anvendelse for regionernes
virksomhed.
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Det fremgar dog ogsa af bemaerkningerne til bestemmelsen, at det
forhold, at regionerne er offentlige myndigheder, der modtager offentlige
bevillinger, og som varetager opgaver i henhold til lovgivningen,
indebeerer, at regionerne vil have mulighed for i overensstemmelse med
lovgivningen i gvrigt at foretage de dispositioner, der er ngdvendige for
at varetage de pdgaeldende opgaver.

Disse offentligretlige grundsaetninger om regioners adgang til at foretage
sadanne dispositioner benaevnes myndighedsfuldmagten.

Tilsynets kompetence

Vi fgrer tilsyn med, at kommunerne og kommunale feellesskaber
overholder den lovgivning, der saerligt geelder for offentlige
myndigheder. Det fglger af § 48, stk. 1, i kommunestyrelsesloven.

Vi fgrer ogsa tilsyn med, at regionerne overholder den lovgivning, der
seerligt gaelder for offentlige myndigheder. Det fglger af § 48, stk. 1, i
kommunestyrelsesloven og § 31 i regionsloven.

Vi kan udtale os om lovligheden af kommunale og regionale dispositioner
eller undladelser. Det fglger af § 50 i kommunestyrelsesloven og § 31 i
regionsloven. Vi kan ogsa afgive en vejledende udtalelse om lovligheden
af en pataenkt kommunal eller regional disposition.

Venlig hilsen

Eva Sonne
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Vi har anvendt:

Lov om kommunernes styrelse (kommunestyrelsesloven), senest
bekendtgjort ved lovbekendtggrelse nr. 13 af 5. januar 2026

Lov om regioner og om nedlaggelse af amtskommunerne, Hovedstadens

Udviklingsrad og Hovedstadens Sygehusfzellesskab (regionsloven),
senest bekendtgjort ved lovbekendtggrelse nr. 1031 af 10. juli 2025

Lov om trafikselskaber, senest bekendtgjort ved lovbekendtggrelse nr.
537 af 19. maj 2025

Europa-Parlamentets og Radets forordning (EU) 2019/1242 af 20. juni
2019 om fastsaettelse af preaestationsnormer for nye tunge kgretgjers
CO2-emissioner og om andring af Europa-Parlamentets og Radets
forordning (EF) nr. 595/2009 og (EU) 2018/956 og Radets direktiv
96/53/EF

Europa-Parlamentets og Radets forordning (EU) 2024/1610 af 14. maj
2024 om aendring af forordning (EU) 2019/1242 for s3 vidt angar
skaerpelse af praestationsnormerne for nye tunge kgretgjers CO,-

emissioner og indarbejdning af indberetningsforpligtelser, om aendring af
forordning (EU) 2018/858 og om ophaevelse af forordning (EU) 2018/956
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